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Introduction & 
Disclaimer

https://nl.linkedin.com/in/patrickspelt
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What if...
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Main findings:

▪ Digital threat against the Netherlands is 
significant

▪ Cyberattacks originate primarily from 
state and criminal actors

▪ State actors are intensifying activities, 
expanding their capabilities 

▪ Criminal actors carry out large-scale 
attacks and act opportunistically

▪ Digital risks require a comprehensive 
approach to risk management

▪ The security of digital processes is and 
remains essential

Threat landscape (1)
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Threat landscape (2)
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Threat landscape (3)
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Legislative landscape
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How many digital EU laws and 
mechanisms are currently operational, 
in negotiation or a planned initiative? 

(as per February 2024)



Source: Kaizenner.eu / February 2024

116



Evolving Cybersecurity legislation
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Network and Information Security 
directive

(6 juli 2016)

NIS

Security of Network and 
Information Systems Act

(9 november 2018)

Wbni
Network and Information Security 

directive 2
(14 december 2022)

NIS2

Cyber Security Act

(Q3 2025)

CBW

November 2024 | ISACA Risk Event 2024 



Old to new...
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Key changes
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Twice as many sectors

Expanded sector coverage

Elaborated risk management measures

Incident reporting changes

Enhanced supervision of entities



Sectors
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Annex 1. Very critical Annex 2. Other critical

Local 
government



Essential, critical or important entity?
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Essential ImportantCritical
An entity that is appointed as 

“critical” under the Critical 
Entity Resillience Act (CER) is 
automatically an “essential” 

entity in the Network and 
Information Security directive 

2 (NIS2) act, no matter the 
size of the entity 

Annex 1 
Very critical sectors

Large entities

Ex-ante supervision

Annex 2 
Other critical sectors

Large and midsize entities 

Ex-post supervision



NIS2 and CBW at it’s core
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1. 
Registration 
requirement

2. 
Duty of Care

3. 
Reporting 
obligation

Resilience

Supervision

Base 
administration

PDCA and 
Ex-post 

investigationSupervisory 
role
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Source: Niels Gilissen

Supervision



Current legislation
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Ministerial regulation in detail
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Section Art. Subject

1. Definitions 1 Definitions

2. Scope 2 Scope

3. ISMS and Risk analysis 3 ISMS and Scope

4 Risk Analysis
5 Improvement Cycle

4. Organization of Network 

and Information Security

6 Description of tasks, responsibilities and competences

7 Qualifications of staff

8 Behavior of management and staff

5. Mapping 9 Network and Information Systems

10 Asset and Lifecycle Management

6. Protection and Prevention 11 Patch Management
12 Supplier Management
13 Security by Design

14 Physical Security Policy

15 Logical Access Security Policy

16 Software Security

17 Controlled Change Management
7. Detection and Response 18 Reporting of Incidents, Deficiencies and Vulnerabilities

19 Logging of Security-Related Actions

20 Monitoring of Network and Information Systems

21 Incident Response

8. Recovery 22 Continuity Plans

23 Recovery by Backups

9. Final Provisions Legal Presumptions



Inspection 
framework
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Add:
▪ Additional 

Cybersecurity 
Act 
requirements

▪ Critical Entity 
Resillience law 
requirements



Inspection questionnaire

19



Conducting an inspection (1)
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ISO 19011

Stage 2

Stage 1

Auditing (NL)Auditing (UK/US)

Design Opzet

Operations

Bestaan

Werking

&
en



Conducting an inspection (2)
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Initiation
Documental 

research
On-site 

Inspection 
report

1.1 Planning

1.2 Preliminary 

introduction

1.3 Formal notification

1.4 Request for 

information

2.1 Exchange 

documents

2.2  Study documents

3.1 Interviews and 

questions related to the 

documents

3.2 Access to sensitive 

information on site

3.3 Check availability of 

additional documents

3.4  [Optional] Access 

to ISMS and supporting 

systems (incident 

registration, 

dashboards)

4.1 Draft report

4.2 Checking factual 

inaccuracies

4.3 Final report



Duty of care
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Duty of care; in general
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‘The Member States shall ensure that essential and important 
entities take appropriate and proportionate technical, 

operational and organizational measures to manage the risks 
to the security of the networks and information systems they 

use for their activities or for the provision of their services and 
to prevent incidents or limit the consequences of incidents for 

the consumers of their services and for other services.’



✓ The measures referred to shall ensure a level of security of the network and 
information systems that is appropriate to the risks the entity encounters. 

✓ When taking the measures, the entity shall in any event take into account the 
state of the art, the costs of implementation and, where applicable, the 
relevant European and international standards. 

✓ With regards to the proportionality of the measures referred to in the first 
paragraph, the entity shall take due account of its exposure to risks, the size 
of the entity and the likelihood of incidents occurring and their severity, 
including their social and economic impact.

Duty of care; more specific
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Duty of care; measures
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Registration requirement
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✓ Register with the National Cyber Security Center register (NCSC) 

▪ For CSIRT support

▪ To be compliant with the reporting obligation 

▪ To be able to report significant incidents 

▪ Notification to your supervisor 

✓ What do you record? 

▪ Contact details 

▪ IP ranges 

▪ Sector(s) 

▪ Member States

Registration
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Reporting obligation
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Significant incident
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Source: enisa.europe.eu



Significant incident
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Source: enisa.europe.eu

National definition is under construction



Reporting process
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Early warning

Within 24 
hours

Official 
announcement

Within 72 
hours

Interim report

If requested

Final report

Within 1 
month



Closing remarks
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› Imposing fines?

› Liability of directors?

› Cross border supervision?

› Supervisors working together?

› What’s next?

Interesting topics
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› Start taking measures now... Don’t wait!

› Use the industry frameworks... We do too!

› Work together with your peers... We do too!

› Map your eco-system

› Join (local) Cyber resillience initiatives

› Register!

Final take away
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Final question
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Are you ready for the future or do you 
feel that you are mainly bound by 

rules?



Room for some 
questions
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“The Human Environment and Transport Inspectorate 
works on improving safety, confidence and 
sustainability in regard to transport, infrastructure, 
environment and housing.”
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