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THE Al RISKS:
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are very or extremely
worried that
generative Al will
be EXPLOITED by
bad actors.

ONLY
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0
believe organizations are
adequately addressing
ETHICAL CONCERNS
in Al deployment, such

as data privacy, bias and
accountability.

(Confident) Al Adoption: where are we at?
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U’Eooa IOT ANALYTICS

Enterprise generative Al application landscape

Mapping 530 real world projects across 68 common business activities et
XX% = Share of GenaAl projects that support the respective activity

IT/technology elop.* 15%  IT support 8%  Cybersecurity 5%  Networkmgmt. 2%

R&D Product design 8% Prototyping 8% Feasibility studies 8% Collaboration 2% IP management B
Legal/compliance Regulatory compl.* 5% Contract drafting 3% Risk assessment 2% Litigation mgmt. <1% IP protection <1%
Human resources Recruitment 3% Onboarding 3% Engagement 3% Training 2% Performance mgmt. 2%

(oI ETCRA{E ATl Growth planning 3% Competitive analysis 2% Market expansion 1% Partnership develop.<1% ME.A .

IEL IRl i#aall Financial reporting 3% Accounts mgmt. <1% Tax compliance <1% Payrall <1% Budgeting =

Procurement Sourcing <1% Supplier relationship<1% Contract negotiation<1% Supplier selection - Purchase processing -

Facility mgmt.* Safety management <1% Energy management<1% Building maintenance - Security systems - Space planning -

Supply chain Customer support Maintenance/FS*
Demand k Ve
foreca“i I'IE 5 _-..'.-.- et SRR T e %

gﬁlsl?rllli:lcge Digital marketing 7%

Lead generation 3% Inspections <1%

Preventive
maintenance

Word order
management

Account
management

Order fulfillment <1%

Inventory management Market research Negotiation <1%

<1% Feedback collection 7%

Transportation Production Campaign Pipeline

4%

Reporting <1%

management <1% scheduling planning management

Warehouse Marketing :

management analytics Forecasting =1 SLA management <1% Asset management .
e L o e Adoption level - T Hizh
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Our next destination requires even more confidence...




Al represents a shift in how business value is created

How leading
organizations are
responding to Al Governance/Security Al-Native Development Al Supercomputing
complexity and Platforms Platforms Platforms
opportunity in an Al-
powered world:

Why these matter Not just technical shifts: Align digital strategy Scale Al securely and
NOw: strategic imperatives with enterprise goals responsibly

No single capability is enough

Technology Trends




The need for confidence is a sign of progressing
Al adoption and/or ambition

"l already use Al but need help
"l am just getting started with Al" with organizing and scaling"
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Upskill Understand innovation gaps Understand compliance gaps Enable innovation Meet international standards
: Al Act Maturity and Readiness Data Governance, IAM, International standards
Al Ly, s e, Business Impact Assessments Assessment Process Optimization implementation (ISO/ CEN/CENELEC)
" Skill Development & Other
§ Trainings Al Maturity and Readiness Govern Al projects and risks Manage Al projects at scale
° Assessment Al l t d Use Case Risk
2 Al Policies & Guidelines, incl. portfolio nven CX:sZ:smesnet ase s Meet legal processes
== . .
2 Find value in Al Plan how to move ahead management, vendor assessment Al Act Conformity Assessments
Technical Validation & Testing
Al Use Case Discovery Al Strategy ) Al Governan‘ce Fundamental Rights Impact
(incl. Target Operation Model) Al Lifecycle Management Assessment




Al Audit'?
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A. Entity Level Controls

1. Organisation-level Controls

* Organisational values and principles e.g. Ethics
» Al Strategy

» Al Governance

* Al Policy and Standards

» Al Culture, Awareness and Literacy

* Al Inventory

2. Process-level Controls H OW Ca n rl S k

Business case process .
Software Development Lifecycle (SDLC) and CI/CD pipelines a n a u It
Key IT processes e.g. LCM

IT Architecture .
Risk Management and Compliance f t
Data Management u n C I O n S
Information Security Management
Incident Management

Outsourcing and Third-Party Risk Management CO nt ri b u te ?

B. Infrastructure Level Controls
Platform - CI/CD pipelines - Data pipelines

Model
Data Technical Documentation, Model Integrity, Model
Quality, Governance, Security, Integrity Validation, Human oversight, Regular audits, Model
Performance

Application
Logging & Monitoring - Access management - Scalability and load management - Patch management -
Continuity




Focus of current and forthcoming 'Al audits'

AI Governance, Risk Mgt & Control AI Compliance
Quality) Management System
( V) ° / EU Al Act
Risk Management -
=  Prohibited Al
Data and Data Governance _
: = Al Literacy
Accuracy, robustness and security
: : GDPR
Documentation and record keeping
Conformity - : _ Data Act
A Transparency and provision of information to users
ssessment DORA
(Aug 2026) Human oversight
Al System Functionality Al System Impact
= Lawfulness = Lawfulness
= Ethics = Ethics

= (Technical) robustness = (Technical) robustness



ISO 42001

ISO 23894 NIST Al Risk Management
Framework 1.0
EU Al Act ISO 24028 - CNIL
ISO 42006 =N
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GDPR

NOREA
Handreiking EDPB

: Data Act
COSO ERM Privacy Control DORA
Framework
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