RISK EVENT 2019
No Risk No Glory

Come To Digital Transformation...
WE HAVE COOKIES!

for Digital
Transformation

Bruno Horta Soares, CISA®, CGEIT®, CRISC™, PMP®
President, ISACA Lisbon Chapter
Leading Executive Advisor, IDC Portugal
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50% OF GLOBAL GDP WILL BE
DIGITIZED
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In less than a decade,
new digital entrants
have already seized a
significant share of
revenue across regions
and industries — 17% on
average, according to
our findings, leaving only
“’!‘ 83% to the incumbents.
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SECURE!




CONTAIN !
CONTROL

PROTECT
DEFEND
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BELIEVE

“By 2025, approximately will be

connected to internet (today ~13b). Approximately

4. 800 devices are being connected to the network as
yve speak. Ten years from now, the figure will

rﬁushroom to . The total amount
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\\of digital data created will hit
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MONETI ..

% of Western European enterprises will
create
, thus enhancing
enterprise functions, strengthening

competitiveness, and creating new sourcegiaf;
revenue.

Source: IDC
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At least 55% of Western European
organizations will be digitally determined,
transforming markets and reimagining the

future through ,’

Source: IDC
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Simple philosophies, practices, and ideas are, ironically

MORE UNLIKELY TO
BE IMITATED BY
OUTSIDERS AND
COMPETITORS!

- The Knowing Doing Gap







DX PLATFORM

INTERNAL
PROCESSES

EXTERNAL
PROCESSES

Assets
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In DX platform,
everything is connected to everything else.
Data comes in to through
connected assets, employees, connected
processes, or as other data streams

DX PLATFORM

through APIs. This data circulates through
1. Ctrl + C . K e

_ the intelligent core, which can pull out
2. Choose File->New insights from revenue streams. Those
3. Click the Blank insights circle back into

as improved internal processes. But data

Presentation tile .
also comes in through the ecosystem

4. Ctrl +V engagements through bots, mobile
5. Replace All <MY devices, AR/VR, connected vehicles, and so
COMPANY> with your f)n. T!’IIS data urculaytes through the |
intelligent core, which turns the data into
company name actions to be taken when engaging with

the ecosystem.

Source: IDC
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Prominent in-industry value chains in Europe,
enabled by blockchains, will have extended their
digital platforms to their entire omni-experience

ecosystems, thus

Source: IDC




Digital transformation
Overview

Business Transformation

Digital Transformation

Leadership Omni-experience Workshource Operationg Model Information
Transformation Transformation Transformation Transformation Transformation

] Enterprise/

NextGen Security

Enterprise Applications
Information and Data
Transformation

Big Data and Analytics

Cognitive Computing

Leadership mastery Relationship mastery Talent mastery Operational mastery

Enterprise IT Transformation
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DON'T LA MANAGE IT!




DX PLATFORM

VULNERABILITY

INTEGRATION ECOSYSTEM
SERVICES ENGAGEMENTS
People Bot
ok
Assets s IoT
INTERNAL EXTE'RNAL
PROCESSES PROCESSES
roresae ARIVR
Mobille
ENTERPRISE DEVELOPMENT
ENGAGEMENTS SERVICES

Source: IDC



“In <MY COMPANY> DX platform, everything is connected to
everything else

DX PLATFORM

Data comes in to <MY COMPANY> through
connected assets, employees, connected processes, or as
other data streams through APIs

—

1. Ctrl + C >

° , circulates through the intelligent core
2. Choose File®> New » ; .
3. C | iC k t h e B | an k can pull out insights from revenue streams or
. Those insights circle back into <MY
Presentation ti | e COMPANY> as improved internal processes,
4 . Ct r I + V But data also comes
5 : R e p | ace A | | < M Y in through the ecosystem engagements through

bots, mobile devices, AR/VR, connected

COMPANY> with your vehicles, and so on. This data,
, Circulates through the
company name intelligent core, which turns the data into actions

to be taken when engaging with
O the ecosystem.”
Source: IDC




ADOPTION
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customers will'adopt TH LIFE-
CYCLE SERVICES by.2024, rTsingff‘rom

50% 1n 2019. T® 00710 ”

Source: IDC




We realize that there is a

HUGE CRISIS OF

CYBERSECURITY
PROFESSIONALS

=2 =2

g -4

grows a chevron mustac

wants to succeed as ‘
POP/Rock
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AUTOMATED
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RESPONSE, UNTOUCHED BY
HUMAN ANALYSTS.




NUMBER OF
CYBERSECURITY
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@ IDC Security Roadshow
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there are roughly 1, 4OO A pffermg
cybersecurity. services or pro £t$ ofy -

significance; by 2023, the, NUMBFR OF

CYBERSECURITY COMPANIES WILL
DROP by nearly 40% from 2019.

Source: IDC



CAN A COMPANY BE BRAVE WHEN

THAT'S THE ONLY
TIME A COMPANY IS

BRAVE!

-"NERD STARK”
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Is the WiFi you

loggedinto
SO... UNDERSTANDING secure?

.SECURITY

IS ENOUGH TO UNDERSTAND

® Abselifen Pistight so

| haven't logged in to WiFi ® W@
of course!
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RISK: The combination of the probability
of an event and its consequence. Risk is
mitigated through the use of controls.

ISO/IEC 73
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[PERSONAL] DATA >
INFORMATION > KNOWLEDGE > VALUE
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What’s Next?
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Information Value CQB'EM?
Stakeholders Needs

End-to-end aproach

Information STRATEGY @

Information
01

Governance Are we getting the
benefits?

Are we doing
the right things?

Information DELIVERY

Are we getting it
done well?

Information ARCHITECTURE @

Are we doing
them right way?

Information 02
Management

Information OPERATIONS

Are we doing? Operations s it working?
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“ENCRPYTION OF PERSONAL
DATA IN THE CLOUD”
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#RISK ORIENTED APPROACH &
STATE OF THE ART PRACTICES
FOR #SECURITY AND #PRIVACY

Privacy Principles

Pl

Pl and sensitive
information life
cycle

VM

Third
party/vendor
management

MR

Monitoring,
measuring and
reporting

BM

Breach
management

AC

Accountability

M PU

Legitimate
purpose
specification and
use limitation

BN

Openness,
transparency and
notice

lISS

Security
Safeguards

B Fr

Free flow of
information and
legitimate
restriction

lICC

Choice and
consent

.AQ

Accuracy and
quality

= p

Individual
participation and
access

&=
PH

Preventing harm

IIPD

Security and
privacy by design

Quality Criteria

—

The Context / Stakeholders Drivers and Needs

DX SH NIS

Digital Stakeholders
Transformation Needs

network and
information
security

CQBrerM?

RPEC

Regulation on
Privacy and
Electronic VI—

Value Creation

Information
I Quality/Goals

S E
K N

AS

Asset/Resource

R
EI-]
Event/ Threats

Risk Response

Design Factors

EG RP
Enterprise Goals Risk Profile

ODF

PR . CO

Privacy Compliance

Other Design Factors

GOV/MAN OB]

Govenrance and Management Objectives

Components of a Governance and Management

2
oP

Operations



FOREWARNED IS FOREARMED

THE BUYER IS ALWAYS RIGHT




And the

ever after!
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PUBLIC KEY INFRASTRUCTURE

have the MEANS foamEnRYPcr C@JRREy’
TECHNOLOGIES.

Source: IDC



With regard to

*  PERFORMANCE,

EFFORT,
DEDICATION,

there is no middle ground.
Or you do something

a o VERY WELLOR NOT AT ALL!
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Bruno Horta Soares
Leading Executive Advisor
@: bsoares@idc.com

t: +351 96 2103153

In: /brunohsoares




