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] We make vulnerable passwords impossible
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Weak and reused passwords play an
important role in 81% of cyberattacks



Weak or reused
passwords

Chance

20%

Cyberincident

or data breach

40% bankruptcy

Indirect cost: x6

Impact

400.000 euro

Reputation damage

Customer loss
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"Ik heb geen idee of onze medewerkers iiberhaupt sterke of unieke
wachtwoorden gebruiken. We hebben daar gewoon geen zicht op."

medewerkers dagelijks inloggen. En dat voelt niet goed."

— Marianne, CISO " ) . . . .
a Ik weet simpelweg niet op welke websites en online services
— Sandra, IT manager

"We hebben een wachtwoordkluis aangeschaft, maar eerlijk gezegd zie ik
nauwelijks adoptie. Het merendeel doet gewoon nog z'n eigen ding."
— Bas, Teamlead IT Operations H

"Ik lig soms wakker van het idee dat één zwak wachtwoord ons kan

"Ons wachtwoordbeleid staat keurig op papier, maar in de praktijk houdt opzadelen met een datalek of erger.

. . . . o — Rachid, Privacy Officer
bijna niemand zich eraan. De kloof is enorm. Y
— Linda, Compliance Officer

Tuurlijk hergebruik ook ik wachtwoorden en heb ik gewoon mijn lijstje...
wat moet ik anders? Het zijn er zoveel, dat is anders niet bij te houden."

"Eén zwak wachtwoord... meer hoeft het niet te zijn. Dat kan leiden tot een — Daniélle, Productmedewerker marketing ”~
hack met enorme gevolgen: financieel verlies, reputatieschade, of zelfs
faillissement. De continuiteit van mijn bedrijf staat dan serieus op het spel.” b 4
— Vera, CEO n
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Why passwords will stay for a while
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SINGLE SIGN-ON

Windows Hello

SOCIAL LOGIN
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actually exist?
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with
password protection

(at least 70% of our accounts are password protected)

Measured in the Netherlands by MindYourPass
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will stay for a while
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When did you learn to deal
with digital identities?

baby peuter kleuter schoolkind puber adolescent volwassene bejaard
0-1.5jaar 1.5—-4jaar 4-6jaar 6 — 12 jaar 12 - 16 jaar 16 — 21 jaar 21— 67 jaar 67 jaar en ouder
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“Passwords are one of the biggest frustrations
among employees. It is a constant hassle with
forgotten login details.”

— Nienke de Groot, HR Manager

" We have purchased a password vault, but
honestly | see very little adoption. Most people are
still doing their own thing.”

— Bas de Vries, Teamlead IT Operations
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Easy and secure login Risk/compliance-based access control
For employees For the organization

Password manager Dashboard & Control Center




Identify
Measure password security

Insist
Enforce password security
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Improve
Improve password security

| Password security
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Identify
Measure password security
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Identify
Measure password security

'

—

A«\‘A

N
\ ‘\?‘J*§§vmu

K »‘ TN

=

(lﬁ//l\\

g';:' N, N—
7S

AN
Password reuse between "!:'\’ (“\‘ '—A;" _ ff
- _ W AT
"" A = ~ l%ﬁ
LN

Copyright MindYourPass



Identify
Measure password security
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Microsoftonline passwords are used on 213 accounts on 143 applications



Identify
Measure password security

Trending & benchmarking

Gemeenten 2024

(675.000 inlogs)

Basisonderwijs 2024
(44.400 inlogs)

= 16,7% wachtwoorden zijn gestolen
= 13,2% wachtwoorden ziin gestolen

= 71,4% accounts met hergebruikt wachtwoord
= 60,0% accounts met hergebruikt wachtwoord

= 21,6% wachtwoorden scoren (te) laag

= 28,8% wachtwoorden scoren (te) laag
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Enforce password security

Improve
Improve password security

Identify
Measure password security

Insist
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| Password security
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Improve
Improve password security

Vaultless password manager

I3
®0® @ bolinlgg en x 4+

€ > C 2% login.bol.com/wspflogin 0+3 E-3 ﬁ @ ) & NewChrome available }

Ben je nog niet bekend bij ons? Maak dan eerst een
nieuw account aan voor jezelf of je bedrijf.

Privacy Cookies
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Improve
Improve password security

c

G Sign in - Google accounts

25 mindyourpass.io/app

X

Awareness-on-the-job

@ mindyourpass.iofapp x +

Your password may be weak

What is going on?

You are still using a traditional password. Traditional passwords are
often not secure because they are not strong enough. You have to come
up with them yourself and have to be able to remember them.

What can you do about it?

By switching to a MindYourPass password, you secure your
cloud.google.com account with a super strong password that you don't
have to come up with, nor to remember it.

How to do that?

Itis real easy to switch to a MindYourPass password. Read here more
about how MindYourPass makes your password secure.

~

Your username on cloud.google.com

merijn.de.jonge@mindyourpass.com

Easy-to-remember password

G cloud.google.com 3

| ©

oK
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Improve
Improve password security

Personalized policies

[ N ] G Sign in - Google accounts x & empty screen - Google Searc X ® Nieuw tabblad X  + v
« > c(s *)@E & Z®D @
28 G nu.nl-Google Se.. G directeur maerian.. [} Feed|Linkedin §¥ OData WebApicha... M Inbox (3) - 175fd8f... MIND » 3 Alle bookmarks
PASS ol @
Password Firewall
BACK

Change these passwords immediately:

= |ogin.mindyourpass.io ® >
& accounts.google.com Q® >
& idmsa.apple.com o >

Remove these accounts immediately:

u webflow.com @ >

vimeo.com

# Chrome aanpassen
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Improve
Improve password security

Experienced-based adoption program
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https://www.figma.com/board/GDi11sP02WE77nMSwytlLB/Implementatie-proces?node-id=479-8102&t=ELMOZdpPMhMZ6vNQ-4

Insist
Enforce password security
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Improve
Improve password security
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Measure password security

| Password security
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Insist 100%

Enforce password security

Password security

Reused
24,5%|C
449% | E
39,3%|D
57,1% | E

Weakness
20|A
2,6|A
2,2|A
2,6|A

Category  #Applications
Cat1 14
Cat2 20
Cat3 49
Cat4 517

Compromised Score
1,9%|C
11,5% | D
33%|C

e 12,2% | D

rd security

Data-driven risk assessment

® © ® ® Site Classification | MindYour x  + 5

L fofportalsite-classifi

Cx BRGSO @

MIND
YOUR
PASS
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Site Classification
MINDYOURPASS PORTAL
A% Dashboard Site (1302) Type Impact Category
Q cloud.com Business ‘CAT1 - Very high impact v
Logs
iginetwerk.net LUSINess 1 - Very high impact v
digi k. Busi CAT1 - Very high i
CONTROL CENTER ibabs.eu Business GAT1 - Very high impact v
b CanielCanter iburgerzaken.nl Business ‘CAT1 - Very high impact v
jouwgemeente.nl Business CAT1 - Very high impact v
Audit Trail
o i kaartviewer.nl Business CAT1 - Very high impact v
lems.nl Business CAT1 - Very high impact L
AUTHORIZATION CENTER
microsoftcrmportals.com Business CAT1 - Very high impact v
& Authorization Center
obsurv.nl Business CAT1 - Very high impact v
SUBSCRIPTION CENTER openburgerzaken.nl Business CAT1 - Very high impact v
stadsbeheer-leef.nl Business CAT1 - Very high impact v
4, Subscription Conter o
timeblockr.com Business CAT1 - Very high impact v
SITE CLASSIFICATION zorgned.nl Business ‘CAT1 - Very high impact v
¥Z Site Classification digid.nl Shadow_IT CAT2 - High impact v
digidentity.eu Shadow_IT CAT2 - High impact v
officeapps live.com Shadow_IT CAT2 - High impact v
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Insist (14 Password security
Enforce password security \

e
rd security

Risk-based password policies

@®  @® @ Control Center | MindYourPa: X +

€« > c

MIND
} YOUR

Protection levels
PASS

MINDYOURPASS PORTAL

. ‘Strong password. A (] (1] @
el Dashboard Not stolen A (4] () (]
& imn 5 Corect owner A A O @

Not reused & A\ & o
CONTROL CENTER MYP A A A A (1]

a® Control Center

@  Audit Trail

Default protection levels

AUTHORIZATION CENTER

Require MFA Managed Level Unmanaged Level

& Authorization Center No v Gold & Silver &
suBsGRIPTION GENTER Protection levels per website
4 Subscription Center

Site (713) Score Require MFA
SITE CLASSIFICATION canva.com 78
Y= Site Classification centric.eu 82

facilitor.nl 9.9

flowmailer.net 10.0

[E20 4

Managed Level
Platinum
Platinum
Platinum

Platinum

v

v

v

v

e 4= 0 @ :

Unmanaged Level

Block

v

v

M

v
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Insist (117 Password security
Enforce password security

e
rd security

Software-enforced password policies

@® 2 ® @ bol|linloggen

c 25 mindyourpass.iofapp

X

@ mindyourpass.iofapp x  +

Your password is known to
hackers

What is going on?

Your password on bol.com has already been stolen. By continuing to
use this password, you increase the chance that attackers will gain
access to this account.

What can you do about it?

Change your password to a new, strong and unique one. The best way
to do this is to change your current/traditional password to a
MindYourPass password.

How to do that?

Changing your password can be easily done. Read here about how
MindYourPass makes your passwords secure.

Switch to MindYourPass Password

@ bol.com

Your username on bol.com

merijn.de jonge@mindyourpass.com

Easy-to-remember password

OK

Copyright MindYourPass



Identify
Measure password security

Insist
Enforce password security

2,

Improve
Improve password security

| Password security
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Questions?
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