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#whoami

12 years in the field! 

Application and Offensive Security Manager @ Canon 
EMEA

Microsoft MVP in Enterprise & Platform Security

Author and Mentor

Reviewer @Elsevier, Springer, Hakin9

A regular speaker at industry conferences e.g. 
DefCon3x, Security Bsides 6x, Confidence, LeHack, 
Hacktivity, DefCamp, IEEE AI/ML, NoNameCon, 
COSAC, c0c0n, ISACA Euro CACS/CSX and …

OWASP Global AppSec review team, OWASP Summer 
of Security and OWASP virtual AppSec Days trainer

Lifelong learner!!! 



The Book :)

A step-by-step guideline

Simplified web-based penetration 
testing

Both theoretical and practical

Filled with hands on examples



Target audience

Software Engineers Web Developers

Cybersecurity Engineers Students



Another Pentest book K

• No network security

• No OS and AD exploitation

• Pure web application 



AI 

Open AI ChatGPT to automate 
some tasks using scripts. 



Structure



Chapters



Chapter 01 
Introduction to Web 
Application Penetration 
Testing

• Testing from an attacker’s view is 
more effective.

• Proper tools and framework are 
key to finding vulnerabilities.

• Testing has 5 stages, with 
reconnaissance being important.



Chapter 02 
Setting Up Your 
Penetration Testing 
Environment

• Lab setup using free and commercial 
options. 

• Container guideline

• Kali Linux installation (+other options 
e.g. PentestBox)

• Installing a vulnerable webapp 
(Configurations)

• Setting up web proxies (Burp and 
ZAP) and required configurations 



Chapter 03 
Reconnaissance and 
Information Gathering

• Practical passive reconnaissance

• Explore tools like Nmap and combine 
techniques with ChatGPT. 

• Practical active reconnaissance

• NMAP (0-100)

• Practical OSINT 

• A strong initial active scan improves 
pentest results by finding more 
vulnerabilities. (Recon matters!)



Chapter 04 
Cross-Site Scripting 
(XSS)

• XSS categories and basics

• Practical reflected, stored and DOM-based
XSS

• Advanced exploitation scenarios e.g., 
session hijacking, website defacement

• Self XSS

• XSS bypass

• XSS attacks mitigations



Chapter 05 
SQL Injection

• Manual SQL injection

• Automated & advanced SQLi using 
SQLMap

• ChatGPT can quickly generate 
custom SQL injection payloads.

• SQLi mitigation techniques 



Chapter 06 
Cross-Site Request 
Forgery (CSRF)

• CSRF basics and exploitation

• Clickjacking scenario and PoC

• Developer guides to mitigate CSRF 
and Clickjacking



Chapter 07 
Server-Side Attacks 
and Open Redirects

• Compromising internal systems 
using SSRF

• Out-of-band and Blind SSRF 
techniques

• Exploiting file inclusion 
vulnerabilities (LFI and RFI)

• Identifying and exploiting Open-
Redirect flaws



Chapter 08 
XML-Based Attacks

• XXE fundamentals and basic 
exploitation

• Using XXE to perform DoS and 
SSRF attacks

• XXE protection



Chapter 09 
Authentication and 
Authorization

• AuthN/AuthZ basics and 
comparisons 

• Brute-Force attacks

• Credential Stuffing attack (in Action 
by Open Bullet 2)

• Password Spraying

• Attacking JWT



Chapter 10 
API Attacks

• API enumeration techniques

• Finding valid API endpoints

• API BOLA exploitation 

• Rate limiting 

• Automated tools

• API Security Tips
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