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Short about me

Stan Verwer, Founder of DDS Cybersecurity &
HackX

Ex-student
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Agenda

Intro (5min)

Part 1: Why the Latest Social Engineering Trends Demand Serious Attention (20min)

 Why the topic matters
e 5upcoming social engineering trends and techniques

Coffee break (5 min)
Part 2: How to train people in 2025 and beyond (20min)

e 3 improved ways of tackling awareness problems
e Recent experiments & experiences

Questions, discussion en wrap up (10min)
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Why the topic matters

IN TH!S CORNER W HAVE
FIREWALLS, ENCRYPTION,
ANTIVIRUS SOFTWARE , ETC.
AND IN THI9 CORNER,

wr HAVE DAVE// _,
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Why the topic matters

95% of all cyber attacks are dependent on
social engineering as starting point

925%

56% of all IT-managers say that social
engineering is the biggest risk factor

96%

66% of all malware infections is the result
of a social engineering attack, without
hacking

66%
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Why the topic matters

‘Where | live in London, bikes are regulary stolen by people wearing suits and
ties, during the rush hour. Social engineering is definitely still the most
effective attack tactic”

Human psychology = crazy
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Why the Latest Social Engineering Trends Demand Serious Attention
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Cvbercriminals are constantly refining their tactics, exploiting human
psychology and leveraging emerging technologies to execute
increasingly sophisticated attacks. To stay ahead of the curve, it is
imperative to understand the latest trends and adopt proactive
security measures.

DailyDay Security | To protect daily life



Trends social engineering

Trend 1 - Voice Copying

Forbes

OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO

7 '“‘I”l""“”l' ~ I &) I [raudsters Cloned Company
\ Director’s Voice In $35 Million

Heist, Police Find

Scam calls are rapidly evolving,
iIncreasingly mimicking the authenticity
of a 'real' call through the use of cloned
voices.
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Recent example | scenario 2025
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Real-world scenario

Google

Attacker researches on Facebook, LinkedIn, and Google.

Step 1. Gathering Intel:

Collects information about the organization, email structures, your assistant, hobbies, and even family details.
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Real-world scenario

Step 2: The Setup:

Hacker founds out you’re attending a conference.

The attacker identifies your assistant as a key target.
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Real-world scenario

Step 3: Voice cloning

He finds a presentation video of you and clones your voice with Al
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Real-world scenario

Calling...

Voicemall

Step 4: The Attack:

Using a random phone number, the attacker calls your assistent’s voicemail.
Attacker claims to be you and leaves a message:

“Something terrible happened and | heed immediate access to critical IP documents.,
“Send them to my personal email now, or I'll lose my job—and so will you probably!,,
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Real-world scenario

The Result:

e The assistant, under pressure, complies ™ —

o Sensitive intellectual property is stolen. o
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Phishing yes or no?

wklantenservice.nl>

Datum: 09-1-2022
Onderwerp: [SPAM] Uw pakket is aangekomen bij ons sorteercentrum!

Ziggo - Ondersteunings

Post | team

verlopen

Pakketnummer: 3SJ740B721

Geachte Meneer / Mevrouw,

Wegens grote drukte bij PostNL vragen wij uw om de verzendkosten van tevoren
betalen.

Wij hebben tot op heden geen betaling van u ontvangen.

Zodra de verzendkosten voldaan zijn wordt uw pakket geleverd.

Anders zijn wij genoodzaakt uw pakket terug naar het depot te sturen.

Ref ID: 52551-716NL

Gebruiker: T

Vandaag korting: 90%

Beperkte tijd: 14-09-2024

Klik hier om te betalen

Oorspronkelijke URL:
https://s.id/x7gzp

: _ We hebben verschillende keren geprobeerd uw account te
Klik om de koppeling te volgen. . . u
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Trends social engineering

With generative Al -> phishing will get
personalised on scale (X1000) in seconds!

URGENT

Laura Simpson <|z

Andrew Jenkins <andrew@startup.com>

] ] Hi Andrew,
Ziggo - Ondersteunings

team I'm at RegTech (super nervous about speaking tomorrow) and | just spoke with Ravi from
the accounts team NNU. He said they hadn’t received our last two payments?? It was
awkward.

verlopen

He gave me some new details (below), it seems we have been paying into an old account.
Could you please pay the past two months as soon as you possibly can? Then | can tell
him it’s done. Counting on you.

SCHAKEL AUTOMATISCHE VERLENGING IN L
_ aura

STARTUP

We hebben verschillende keren geprobeerd uw account te
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Trends social engineering

URGENT

Laura Simpson <laura@ste

Andrew Jenkins <andrew@startup.com>

Hi Andrew,

I'm at RegTech (super nervous about speaking tomorrow) and | just spoke with Ravi from
the accounts team NNU. He said they hadn’t received our last two payments?? It was
awkward.

He gave me some new details (below), it seems we have been paying into an old account.
Could you please pay the past two months as soon as you possibly can? Then | can tell
him it’s done. Counting on you.

Laura

STARTUP
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Trends social engineering

Now tell me. Who is the deepfake? Type 1or 2 in the comments.

4 ﬂ
L
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Trends social engineering

Deepfake

(A
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Trends social engineering

Which people are not real?

>
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Trends social engineering
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Trends social engineering

Real or not?

F
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Trends social engineering
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Trends social engineering

And this one?
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Trends social engineering

Deepfake
Crazy is it not?
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Trends social engineering

Trend 3 - Deepfake video's

- @\J\I}World Africa :ﬁ\menca“a Asia Australia China Europe Mu.

World / Asia

Finance worker pays out $25 million after video
call with deepfake ‘chief financial officer’
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Trends social engineering

Trend 4 - CaaS

Today everyone can buy ransomware, and

phishing services on the dark web. Attacks will
get more intensel

& Dasrtaomyg

RDweb = Download ICON , Connect to Remote Desktop
Zoom/Rev = 5kk

Industry =taw Firm, ADVOCATEN -
Country = BE, Belgium
Domain Computers = 36
Domain Controlers = 2
Level User Rights
Network = Local Network
Trust Domains = Only Primary
Windows 2016
| AV = G Data Security + Windows Defender
Extra Info ;: 500 GB + On C:/ Driver
600 GB + Data on Local Share With Important data

Dashboard statistics overviey

B ofm s

Start 2000%

step 200$ SophosXODS
Blitz 3000$
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Trends social engineering
Trend 5 - Extortion

2023 2020

Pretexting Pretexting
28% 10%

Phishing

Pretexting L4/, Phishing

Phishing
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DAILYDAY

CYBERSECURITY

Many organizations are unprepared for unconventional or
new tactics, staying ahead requires continuous awareness
and adaptation on changing or old tactics.
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DAILYDAY

CYBERSECURITY

Many organizations are unprepared for unconventional or
new tactics, staying ahead reqguires continuous awareness
and adaptation on changing or old tactics.

Municipality
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Break (5 min)
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People will fall for it

I’don’t care who you are or how experienced you are, you’re going to fall for a social
engineering attack. It’s just a matter of time and circumstance.
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How do you handle that?

Be careful with punishment:

Penalizing employees for mistakes (e.g., phishing clicks) reduces job satisfaction and
attachment to the employer (Aurigemma & Mattson, 2017; Blythe et al., 2020).

Blaming employees shifts focus from the real perpetrator.

DailyDay Security | To protect daily life



What can you do?

Best example you can get

T

Handling Mistakes Effectively:

Instead of shaming, sit down with employees to understand what happm\-ed.
Use these experiences to train others and create teachable moments

Repeating offenders -> punishment in form of little fines, to make sure they also
feel the financial damage they do to the company
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What can we do to prevent though?

How to train and handle people
in 2025 | 3 improved ways
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Pathé 2018
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How to train and handle people in 2025 | 3 improved ways
1. Start using local examples for maximum shock effect

Wij hebben wel een red-teamer laten komen. Die had hele mooie verhalen van wat ze in praktijk aantreffen. Deze presentatie heeft nog weken na

gegonst bij koffie-machine.

Helemaal mee eens. Verhalen doen het beter dan generieke adviezen.

Dat zou inderdaad erg helpen. We organiseren alg vaak awareness bijeenkomsten en dan is het vaak een klus om iemand te vinden

die zijn of haar verhaal met andere ondernemers wil delen. We merken dat dat vaak veel eigen verhalen losmaakt en dan wordt het gesprek ook

concreter en persoonlijker.

Ja, dit filmpje ken ik. Wat ik mis is zulke
filmpjes met Nederlandse voorbeelden, dus
waargebeurde voorbeelden naspelen.

Ts..
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How to train and handle people in 2025 | 3 improved ways
In my local municipality, too..?

o - Nieuws - Sport - Li\feo Programma's

Dank je wel Stan. Ik heb het gelezen en we
S —— komen er op terug. Het was een menselijke
0 Omroep Brabant .
fout waar we natuurlijk ontzettend van

balen, maar ook lessen uit trekken voor de

toekomst. Groet I

NOS Nieuws « Maandag 25 november, 16:20

Gemeente Helmond betaalt oplichters valse
factuur van 93.000 euro

De gemeente Helmond is voor bijna een ton opgelicht. Dat melden
burgemeester en wethouders in een brief (7 aan de gemeenteraad.

Medewerkers van de gemeente kregen eind september een factuur van 93.000
euro toegestuurd van een bekende leverancier. Die leverancier zou een nieuw
rekeningnummer hebben. De factuur werd betaald door de gemeente.

De gemeente ontving op 15 november een aanmaning van de daadwerkelijke

leverancier, omdat de factuur nog steeds niet betaald was. Zo ontdekte de

gemeente dat het geld naar een ander rekeningnummer was overgemaakt, G e m e e n t e H e I I I I 0 n d

oftewel naar fraudeurs.

‘Menselijke fout'

De valse factuur was voorzien van logo, contactgegevens en een
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How to train and handle people in 2025 | 3 improved ways

2. Keep trainingscontent short and captivating

What Makes TikTok so Addictive?: An Analysis of the Mechanisms

Underlying the World'’s Latest Social Media Craze

AN

u Use the style

Who doesn’t like short captivating content?
| do. Give people that, it is just a matter of good
production skills. We are lazy.

¥_< After learning, reward them with a juicy

10 second shocking cyber video
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How to train and handle people in 2025 | 3 improved ways
Do it well or do not do it

v Ca
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Not engaging
Not captivating
Not fun

Boring

Ugly

Stupid

Not effective
Shadow security




Short, captivating content -> where people can
reasonate with
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“We need fun & excitement” - Experiment

== _— ° dailydaysecurity
» ‘ Originele audio

o
dailydaysecurity This one could be expected.. 2 8 ll'
° In Holland(cyber)criminals used QR-codes to disguise the 9 VI eWS
links to malicious websites that phishing emails contain.

Instead of charging you will be directed to a fake page of the
company where you will download malicious viruses.

Ing yﬂur‘ Stay safe boys and girls.

Safe Follow for more anti-criminal stuff. 1 87.6 07 I i keS

Be careful
car gu

#programming #hacking #computerscience #technology
#coding #hackers #linux #hacker #webdeveloper #python
#security #iot #php #programmer #cybercrime
#dataprotection #ethicalhacking #hackerman #java
#datascience #malware #pentest #riskmanagement #hacked

#ethicalhacker #infosec #pentesting #informationsecurity

1.922 times shared

dailydaysecurity Follow to keep updated on the latest
modern crime tactics. We try the best to give you high
quality security content ‘g

32 w. 2.859 vind-ik-leuks Reageren Vert

ken bekijken _ oten 1 . 3 73 re S p O n S e S
Qv

ﬂ marcy en 187.607 anderen vinden dit leuk

20 mei
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How to train and handle people in 2025 | 3 improved ways
“We need fun & excitement” - Experiment

o dailydaysecurity - Volgen
Originele audio

° dailydaysecurity Here's how cybercriminal exploit phone calls
to steal data / otp using IVR. This video showcases how

How cybercriminals actually do

. i s . cybercriminals use Telegram scam bots to exploit phone calls
ph ISh'ng Calls-- as Slmple aS Vla and collect victim data. Users of the bot can start a call and °
specify the type of information they aim to extract from the 2 ll. VI eWS
Telegr‘am. Stay Safe guys victim. The demonstration reveals how scammers can 4

effortlessly request sensitive details like OTPs, PIN codes,
credit card CVVs, and social security numbers with minimal
N effort. Below is a demonstration of the tool intended for
' educational purposes.

Stay safe boys and girls. 55,1 56 I i keS

Credits : David Maimon

30 w. Vertaling weergeven

9.495 times shared

b2smir Which bot is this

29 w. 7 vind-ik-leuks Reageren Vertaling weergeve

Victim

len weergeven (9)

Qv
e 1.219 responses

DailyDay Security | To protect daily life



How to train and handle people in 2025 | 3 improved ways
“We need fun & excitement” - Experiment

dailydaysecurity - Volgen

Originele audio

dailydaysecurity For cybercriminals it is far easier to get

Be SO Carefu:l. Wlth QR' access to your data or assets via social engineering
techniques like this, instead of brute force hacking
COdeS' Stay Safe guys‘ techniques. Using QR-codes (qgishing), is a common used 1 O 8 Vi eWS
. - 1‘ . H technique that is getting more popular amongst criminals. 9
-~ B! . -
h Stay safe guys.

#programming #hacking #computerscience #technology
#coding #hackers #linux #hacker #webdeveloper #python

[ ]
#security #iot #php #programmer #cybercrime l I 8 ll O O I I ke S
#dataprotection #ethicalhacking #hackerman #java o
#idatascience #malware #pentest #riskmanagement #hacked

#ethicalhacker #infosec #pentesting #informationsecurity
#tech #innovation

Voor jou

k‘ | ‘ ;; < | @ tomyumBZCashlskmg 2.371 times Shared

itsmecbd78 Good shot of his face !

779 vind-ik-leuks en  Vertaling wee

Eummlrsmumalomm lin o mbmwn damlors Plawls tsrmn fmmindimea | anmm bl

© Qv 2.371 responses

48.450 vind-ik-leuks

16 juli 2024
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How to train and handle people in 2025 | 3 improved ways
“We need fun & excitement” - Experiment

dailydaysecurity - Vc
Originele audio

dailydaysecurity Cyber criminals have started using Al voices
to create advanced scam- and phishing calls. Pay attention
and if you feel something does not feel right, it probably is
not.

2.7 million views

Stay safe guys.

#programming #hacking #computerscience #technology
#coding #hackers #linux #hacker #webdeveloper #python
#security #iot #php #programmer #cybercrime

#dataprotection #ethicalhacking #hackerman #java 8 O 1 OO I : k
#datascience #malware #pentest #riskmanagement #hacked ° I eS
#ethicalhacker #infosec #pentesting #informationsecurity

#tech #innovation

kenong If the phone is dead. How did she make the call?

14100 times shared

stinacoffin This is why | don't answer my phone &

v ¥ 96 responses

80.192 vind-ik-leuks

L0 JUNI £UL4

®)
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How to train and handle people in 2025 | 3 improved ways

3. Keep it simple & make it fun

Keep It
Simple.
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3. Keep it simple & make it fun

From this To this ->

R
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Key take-aways

e Trends: Al (spear)phishing, voice mimicking, deepfakes, extortion or a combination of those.
e Improve training methods with local stories, short captivating content or simple concepts

e People will fall for social engineering techniques, handle them well.
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Questions, discussion & wrap up
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