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Short about me

Stan Verwer, Founder of DDS Cybersecurity &
HackX

Ex-student
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Why the topic matters
5 upcoming social engineering trends and techniques

Part 2: How to train people in 2025 and beyond (20min)

3 improved ways of tackling awareness problems
Recent experiments & experiences

Agenda

Part 1: Why the Latest Social Engineering Trends Demand Serious Attention (20min)

Coffee break (5 min)

Questions, discussion en wrap up (10min)

Intro (5min)
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Why the topic matters
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95%

95% of all cyber attacks are dependent on
social engineering as starting point

56%

56% of all IT-managers say that social
engineering is the biggest risk factor

66%

66% of all malware infections is the result
of a social engineering attack, without
hacking

Why the topic matters
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Why the topic matters

‘Where I live in London, bikes are regulary stolen by people wearing suits and
ties, during the rush hour. Social engineering is definitely still the most

effective attack tactic”

Human psychology = crazy
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Why the Latest Social Engineering Trends Demand Serious Attention 
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Cybercriminals are constantly refining their tactics, exploiting human
psychology and leveraging emerging technologies to execute

increasingly sophisticated attacks. To stay ahead of the curve, it is
imperative to understand the latest trends and adopt proactive

security measures.
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Scam calls are rapidly evolving,
increasingly mimicking the authenticity
of a 'real' call through the use of cloned
voices.

Trends social engineering 

Trend 1 - Voice Copying
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Recent example | scenario 2025
Attacker Attacker

Goal
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Step 1: Gathering Intel:

Attacker researches on Facebook, LinkedIn, and Google.

Collects information about the organization, email structures, your assistant, hobbies, and even family details.

Real-world scenario
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Real-world scenario

Step 2: The Setup:

Hacker founds out you’re attending a conference.

The attacker identifies your assistant as a key target.
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Step 3: Voice cloning

He finds a presentation video of you and clones your voice with AI

Real-world scenario
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Real-world scenario

Step 4: The Attack:

Using a random phone number, the attacker calls your assistent’s voicemail.
Attacker claims to be you and leaves a message:

“Something terrible happened and I need immediate access to critical IP documents.”
“Send them to my personal email now, or I’ll lose my job—and so will you probably!”
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Real-world scenario

The Result:

The assistant, under pressure, complies
.

Sensitive intellectual property is stolen.
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Phishing yes or no?
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With generative AI -> phishing will get
personalised on scale (x1000) in seconds!

Trends social engineering
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Trends social engineering

Trend 2 - Automated, large scale spearphishing
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Now tell me. Who is the deepfake? Type 1 or 2 in the comments.

Trends social engineering 
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Deepfake

Trends social engineering 
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Which people are not real?

Trends social engineering 

3.2.1.

4. 5. 6.

7. 8. 9.
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Trends social engineering 

3.2.1.

4. 5. 6.

7. 8. 9.
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Real or not?

Trends social engineering 
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Real

Trends social engineering 
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And this one?

Trends social engineering 
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Deepfake
Crazy is it not?

Trends social engineering 
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Trends social engineering 

Trend 3 - Deepfake video’s
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Today everyone can buy ransomware, and
phishing services on the dark web. Attacks will
get more intense!

Trends social engineering 

Trend 4 - CaaS
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28%

42%

31%

58%

44%

10%

90%

Extortion

2024

Trends social engineering 

Trend 5 - Extortion

Pretexting

Phishing

Phishing

Pretexting

Phishing

Pretexting

2023 2020
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Many organizations are unprepared for unconventional or
new tactics, staying ahead requires continuous awareness
and adaptation on changing or old tactics.
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Many organizations are unprepared for unconventional or
new tactics, staying ahead requires continuous awareness
and adaptation on changing or old tactics.

Municipality

Ethical hack Anger
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Break (5 min)
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People will fall for it
I’don’t care who you are or how experienced you are, you’re going to fall for a social

engineering attack. It’s just a matter of time and circumstance.
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Be careful with punishment:

Penalizing employees for mistakes (e.g., phishing clicks) reduces job satisfaction and
attachment to the employer (Aurigemma & Mattson, 2017; Blythe et al., 2020).

Blaming employees shifts focus from the real perpetrator.

How do you handle that?
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Handling Mistakes Effectively:

Instead of shaming, sit down with employees to understand what happened.
Use these experiences to train others and create teachable moments.

What can you do?

Repeating offenders -> punishment in form of little fines, to make sure they also
feel the financial damage they do to the company

Best example you can get
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How to train and handle people
in 2025 | 3 improved ways

What can we do to prevent though?
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Pathé 2018 
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1. Start using local examples  for maximum shock effect
How to train and handle people in 2025 | 3 improved ways
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In my local municipality, too..?
How to train and handle people in 2025 | 3 improved ways
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2. Keep trainingscontent short and captivating

Use the style

Who doesn’t like short captivating content? 
I do. Give people that, it is just a matter of good
production skills. We are lazy.

After learning, reward them with a juicy
10 second shocking cyber video

How to train and handle people in 2025 | 3 improved ways
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Do it well or do not do it

Not engaging
Not captivating
Not fun
Boring
Ugly
Stupid
Not effective
Shadow security

How to train and handle people in 2025 | 3 improved ways
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Short, captivating content -> where people can
reasonate with
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“We need fun & excitement” - Experiment

1.922 times shared

187.607 likes

28,4 million views

1.373 responses
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“We need fun & excitement” - Experiment

9.495 times shared

55.156 likes

2,4 million views

1.219 responses

How to train and handle people in 2025 | 3 improved ways
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“We need fun & excitement” - Experiment

2.371 times shared

48.400 likes

10,8 million views

2.371 responses

How to train and handle people in 2025 | 3 improved ways
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“We need fun & excitement” - Experiment

14.100 times shared

80.100 likes

2,7 million views

596 responses

How to train and handle people in 2025 | 3 improved ways
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Keep it
Simple.

3. Keep it simple & make it fun
How to train and handle people in 2025 | 3 improved ways
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3. Keep it simple & make it fun

From this To this ->



zeroAttack
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Trends: AI (spear)phishing, voice mimicking, deepfakes, extortion or a combination of those.

Key take-aways

People will fall for social engineering techniques, handle them well.

Improve training methods with local stories, short captivating content or simple concepts
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Questions, discussion & wrap up


