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EU digital

Initiatives




Organisations take emerging technological opportunities to
profit from

3D printing Artificial Sensors Advanced Platform
E] Intelligence - materials business

. 4 e ': carboni ;
Ultimaker ! iI | pRAE < 7

Augmented / Bio tech Blockchain
Virtual reality -
3 Obitcoin

Big Data, Solar energy Quantified self Access over
Predictive & - v ownership
analytics - = =




Europes digital decade (source EC)

2030
DIGITAL

DECADE

#DigitalEU

Europe's Digital Decade | Shaping Europe’s digital future (europa.eu)
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https://digital-strategy.ec.europa.eu/en/policies/europes-digital-decade

Goals Europes digital decade (source EC)

Skills K
20 million employed ICT specialists, more

graduates + gender balance
80% of adults can use tech for everyday tasks

Infrastructure
Gigabit connectivity for everyone, high-speed
mobile coverage (at least 5G) everywhere
EU produces 209 of world's semiconductors
10 004 cloud edge nodes = fast data access
EU guantum computing by 2025

Government

Key Public Services - 100% online
Everyone can access health records anline
Everyone can use elD

Business
75% of companies using Cloud, Al or Big Data
Double the number of unicorn startups
909 of SMEs taking up tech
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Three pillars of the EU Digital Single Market; emphasis on
establishing the EU Data Economy

Access Digital environment Economy & Society

Better access for consumers and Creating the right conditions for Maximising the growth potential of the
businesses to online goods and digital networks and services to European digital economy
services across Europe flourish

Rules for cross-border e-commerce Media framework &_Building a European Data Economy >
Affordable high-quality cross-border Suitable telecom rules » Strengthening competitiveness through
parcel delivery Regulation of platforms and interoperability and standardisation

Prevention of unjustified geo-blocking intermediaries * Aninclusive e-society

Modern European copyright framework Strengthening trust and security of
digital services




Five pillars of the EU Data Economy

Establisment of clear and
fair rules for data access
and re-use

Investment in next-
generation standards,
tools and
infrastructures to
store and process
data

EUData Economy

Joining of forces in
European cloud
capacity

Pooling of European data in
key sectors, with common
and interoperable data
spaces across the EU

Providing users with
rights, tools and skills
to maintain full
control over their
data



Formation of the EU Data Economy

2020 | EUDataStrategy 2022 | DataGovernance Act

Strategy to make the EU a leader in a data-driven society, so Rules to facilitate the processes and structures for

as to unlock the untapped potential of data (voluntary) data sharing by companies, individuals and
governments

DataAct DSA/DMA

Rules on use of and access to data Establishment of a safe digital space and level playing field

generated in all EU economic sectors : .
ePrivacy Regulation

Introduction of additional requirements regarding the
processing of personal data

AlAct

Introduction of procedural and material requirements for Al systems




Overview EU digital acts - Regulatory Horizon

£t In the coming years,
the tech sector will
become just as
regulated as the
financial sector 77

Martijn Snoep, Charmain ACM (Digital
Service Coordinator for NL)
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Key points of attention datalegislation (1/2)

DataAct

Data Governance Act

ePrivacy Regulation

Digital Markets Act

Digital Services Act

Right to data portability

1 extended to non-personal data
Sensitive personal data could
2 become the object of data sharing

Mixed datasets will cause

3 overlay and increased
complexity
4 GDPR prevails in case of conflict

Permission under DGA does not
serve as ‘consent’ under GDPR

Mixed datasets are subject to
GDPR obligations (including that
of controllers and processors)

Inconsistencies between the
GDPR and DGA might arise

GDPR prevails in case of conflict

Applicability dependent on
technology used, in lieu of
nature of data

Cookies require consent that is

valid under GDPR

Prohibition of pre-ticked boxes

Prohibition of cookie walls
(without explicit consent)

Restricts GDPR'’s legal bases
for processing of personal data
for certain activities from 6 to 4

Personal data sourced from
different core services may (in
principle) not be combined

Consumer (personal) data must
be portable (‘data portability’)

Non-public (personal) data
generated from business and end
users may not be used to
compete with business users

Traders on marketplaces must
be assessed on their compliance
with GDPR

GDPR policies of traders must
be made available to end users

Marketplaces’ interfaces must
enable traders to comply with
GDPR

Marketplaces must enable
traders to publish their GDPR

policy



EUDataSpaces

Key points of attention datalegislation (2/2)

Wethergebruik
overheidsinformatie

Wet open overheid

Users/providers of Al systems, as resp.

‘controllers’/‘processors’ must comply

with their respective GDPR obligations
when using Al systems

DPIA must be performed for high-risk Al
systems

Sensitive personal data may also be
processed to de-bias algorithms

GDPR’s required human oversight
extended to providers of Al systems

Both personal- and non-personal data
can be shared or granted access to

Comply and operate within the rules of the
GDPR

Secure and privacy-preserving

Voluntary basis for data sharing

GDPR must be adhered to when applying
Who*

(Personal) data may only be re-used if the
re-use is compatible with the initial
purpose for which the (personal) data was
collected

The amended Who (in principle) prohibits
the re-use of personal data

The amended Who allows the re-use of
personal data when adequately
anonymized

Restricts the legal bases on which
(government held) sensitive personal
data may be disclosed (processed)

GDPR principles (e.g. data minimization
and transparency) must be adhered to
when applying Woo

Any disclosure requires a balancing of
interest between disclosure and data
subject’s privacy

Any disclosure requires a GDPR
assessment of the necessity of the
disclosure



NOREA Gonstantly evolving- onepager EU ng_islgtion (norea.nl)

Overzicht Relevante Europese sitgwier pusliati Inwerin® 1o0a 2015 206 217 208 Mn9 20N M M2 203 2 235 206 W M8 25 %0

Wetgeving cybersecurity

Het doel van bijgaand overzicht van relevante Europese
wetgeving betreffende cybersecurity, data en gerelateerde
onderwerpen kan IT-auditors en andere belanghebbenden
ondersteunen bij hun werkzaamheden,

Dit owverzicht beoogt een snelle en eenvoudige toegang te
bieden tot de meest prominente wetgeving in dit domein, met
nadruk op de connectie met NOREA- publicaties en
hulpmiddelen,

Dit owverzicht is bedoeld voor professionals die zich
bezighouden met cybersecurity, data en gerelateerde
onderwerpen, en die behoefte hebben aan een beknopt en

praktisch overzicht van hierbij relevante Europese wetgeving e _
Al Act

e-10 aka DIDAS .0

De achtergrond voor dit overzicht is de complexiteit van de

Europese wetgeving, met meer dan 2000 wetten en richtlijnen, st

die het navigeren door dit landschap vitdagend maakt. De ring
-+  MOREA Kennisgroep cybersecurity heeft daarom een selectie Digital Market Act [DMA] 2022 013

gemaakt van de meest relevante wetgeving met betrekking tot CSRD 022 073
cybersecurity, data en gerelateerde onderwerpen op basis van DORA 2023 02
hun expertise —— -
FOa HI23
FiD 2023
AAL
Dwersachit van de peeledleerde welpeing. Al Tl erenl b ader [ BOYREA KEnreigross Cybarveunly |8 aan plalthorm
8 Wielten on richtlignen mel een eonopte h-ltl'-'i_nrir‘ vian hisn glostibe | lmgen on retkwpd e & Snelle isEgang tod de meegl reley arnts E'I.I“'W el pving ingake cybersararity Whtﬂli'ldﬂllﬁltﬁmfhﬂﬂ tissen profekiana
L] timgw-rrn CYDEFEECUTIY, AMA, Provacy, S-Loimmiercn, S0 ETE B0 pargalnde GrderaETen i has psblis iz B0 Preane Bonsen e H griiLgs oep
Koppelingen naar MOEEA peblicaties en hulpmiddelen: Ab startpont voor vardere verdbeping organtseert workshogs, bijeeriomsten en tralvingen, en
e Verwd|zingen nasr refevante MOREA- studies. rapporten, brochures. tools en andere # De beschrijvingen en koppelingen in het overricht lesden naar meer putliceert studies en rapporten over adiuele thema's
MESOLTTES L pedetailleerds mformates over de peselecteerde wetgeving. inrake cybersecurite
Informatie over updates Als bron woor MOR EA publicaties en hod prosddsien:
s D6t s een Tevend document” dat periodiek [minimaal 1x per jaar]) wordt geactualisesrd & Toegang tot redevanie BOREA expertize snondersteuning.

dior de Kennlsgrosp.



https://www.norea.nl/uploads/bfile/14b91318-f61a-4d8d-bf76-e66e47e9346b
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The need for regulation Amazon Gets Record $888 Million EU

ine Over Data Violations

How TikTok’s algorithm ‘exploits the

v.“h.wmhih.w' of children with browser choice commitments
Kevin Rawlinson

Antitrust: Commission fines Microsoft for non-compliance

EUI’Q Amazon faces $1bln lawsuit in UK for
Up b g chrld dier 13 bbb fimds - amd experts ! i i '

phvsy swe sk Gl with hasradol comteat v presae i pﬂr pﬁ‘an U favouring its own products

# TikTok fned C2.7m bor Megally processing ¢hildoen's data en n —

YouTube fined $170m after collecting
personal data of children under 13

YouTube is said to have touted its populanty with children while marketing itself to
toymakers such as Mattal and Hasbro
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1. Digital Service Act (DSA) and Digital Markets Act (DMA)

The Digital Services Act (DSA) and the Digital Market Act (DMA) form a set of rules that apply across the whole EU. They have two main goals:

1. to create a safer digital space in which the fundamental rights of all users of digital services are protected;

2. to establish a level playing field to foster innovation, growth, and competitiveness, both in the European Single Market and globally.

» Applies to Digital Service Providers
» Protect consumers (recipients of the service)

+ Obligations on content moderation, recommender systems,
risk management and transparency

+ Scope of DSA includes online intermediaries and
platforms

+ Audit obligation to very large online platforms and search
engines (VLOP / VLOSE) on all Chapter 3 obligations.

KPMG

Platform
Manager

Applies to Gatekeepers, which are
digital service providers with a very
dominant position.

Level playing field: fairness towards
Business Users

Obligations on fairness of
recommender systems and freedom of
users to access data that helps them to
circumvent the dominant platform

Audit obligation (Art. 15) solely on the
completeness and accuracy of the
profiling description



The Digital Services Act explained (DSA)

Penalies impoesines up o

.. suspend....
.. .mmediate....

Rl

Qualification

@Pinterest  AliExpress’

Booking.com WIKIPEDIA

®zalando (QMeta

Linkedl] amazon [XER
Goagle | VIDEOS|

SHEIN @% 4 E

Online Platforms (“OP”) Very Large Online Platforms (“VLOP”)

Online platforms are defined in the
DSA as providers of hosting services
that publicly disseminate users’
information.

The EC expressly states that i.e. online

marketplaces, travel websites and
collaborative economy platforms qualify

as online platforms.

Online platforms with >45 million
monthly EU users.

The EC holds the right to scrutinize and |
determine user numbers themselves, and
to allocate VLOPs based on this
calculation.

Platforms DSA impact for OPs is predominantly In addition to Online Platforms additional

o expected in the following areas: obligations include:
S D'?'ta' Online I.  Content moderation and decision- I. Systemic risk assessment
ervices f 1 -
Act (DSA) Platforms making ; Il. Crisis response systems
Main Il.  Algorithms, recommender systems ! 1. Independent audit
i transparenc ‘

Hosting responsibilities / P y _ IV.Recommender systems based on

Srrdeee implications lll.  Trusted flaggers, illegal content & non-profiling
KYBC . ,

) V. And other regulations concerning

IV. Reporting and transparency transparency
Intermediaries V. Platform deSign
VI. Advertising (transparency)
m © 2024 KPMG Advisory N.V., a Dutch limited liability company and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International Document Classification: KPMG Confidential | 21
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DSAarticles
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DSAarticles

Article | Description

- 11 Points of Contact for Member States’ authorities, the Commission and the Board.
12 Points of contact for recipients of the service
13 Legal representatives
14 Terms and conditions
REGULATIONS 15, 24,42 Transparency reporting

16 Notice and action mechanisms

B e T Y S T 17 Statement of reasons

e e B o i e i FRILRE g i 18 Notification of suspicions of criminal offenses

— 20 Internal complaint handling system
21 Out-of-court dispute settlement
22 Trusted flaggers
23 Measures and protection against misuse
25 Online interface design and organisation
26, 39 Advertising on online platforms
27, 38 Recommender systems
28 Online protection of minors
30 Traceability of traders
s el g o e s 31 Compliance by design
g e el e s e 32 Right to information
[ 34 Risk assessment
i o et o e 35 Risk mitigation
: b e ek 36 Crisis response mechanism

37 Independent audit
40 Data access and scrutiny
41 Compliance function
45, 46, 47 Codes of Conduct
48 Crisis protocol



Cumulative

Structure and topics of the DSA (and scope of Audit)

Intermediary Services
Art 3(g)

Points of Contact Legal Representatives
Art. 11 & 12 Art. 13
Hosting Services
Art. 6

Statement of Reasons O
Art. 17
Online Platforms
Trusted Flaggers O
Art. 22

Art. 3 (i)
Out-of-Court Dispute Settlement

Online interface design
and organization

Art. 21
Art. 25

Terms and Conditions
Art. 14

O Transparency Reporting O
Art. 15

Notification of suspicions of O

Notice and Action Mechanisms

Art. 16 criminal offences

Art. 18

Online Platforms w/ marketplaces
Art. 3 (c)(f)
Internal Complaint Handling

System
Art. 20

Measures and Protection
against misuse

Art. 23
Very Large Online Platforms

Advertising on Online Platforms O
Art. 26
Art. 33

VLOPs & VLOSEs Risk Assessment
Art. 33 Art. 34
Independent audit
Art. 37

Transparency reporting
obligations for Ops
Art. 24

Recommender System O
Transparency
Art. 27

Online protection of minors
Art. 28

Risk Mitigation
Art. 35

Crisis response mechanisms
Art. 36
O Data access & Scrutiny
Art 40
O Supervisory fee
Art. 43

Addtl. Online advertising
transparency
Art. 39

Recommender systems O
Art. 38

Transparency Reporting
Obligations
Art. 42

Compliance Function
Art. 41

Topics

. Public
Transparency

. Content

Moderation
. Advertising

. Recommender
systems

| 24



European Contact Group (ECG)

Represents the six largest international professional services networks in Europe. The ECG mission
is to contribute constructively to European legislation and policy debates to maintain confident in
the profession and large networks in Europe

Topics that have been discuss:
) » The use of Assurance standards (i.e. ISAE 3000)
M Deloitte. The use of Audit Criteria and Benchmarks

 The Audit of Codes of Conducts

* The Audit period
pwc

”“fffIIL]
E * The Audit Risk Assessment

» The Audit conclusions and overall opinion
« The Audit Report template

o l BDO Several meetings have been held with the European

GrantThomton Commission to challenge the Delegated Act and to confirm a
common understanding of its interpretation.

KPMG



Whatwe have done sofar

2022 2023
Kl

Key A Vilestone DSA
A Milestone DSA VLOP only

2024

A h 4 months " A -

. . 28 Apr 28 Aug
Tlme_lme DSA VLOP Compliance
and important designated enforcement

milestones for ‘ ‘ ‘

16 Nov 16 Feb 18 Apr
DSA enters  Publish Draft Delegated
into force MAUs Act issued
1 1

I ¥ curopean contact group | |

DSA Audit period Year 1 A A A

30 Jun 28 Aug 28 Nov
End year 1 First Annual First Annual
Audit period External External
DSA Audit DSA Audit
A report report
shared with published
16 Feb platforms online

Application of DSA obligations

(if not assigned earlier)
1

A A A A

18 Jan 30 Jan 2 June 15 Sep 6 Dec 19 Feb 6 Jun 21 Jun
Workshop Letter to DG Letter to DG Letter to DG Meeting with  Publication %??ﬂg%? Publication
with DG CNECT with CNECT COMP /DG DG CNECT of FAQs of illustr at/\(e
CNECT on our consultation Connect on FAQ illus(tjrg five DSA Audit
External observations DSA consultation DSA Audit report
Audit Delegated DMA report
Regulation template



Challenges

% O Q>R

Collaborate to work on illustrative Audit reports and FAQs

We are no lawyers — Interpretation of ambiguous terms / obligations remains a challenge

Reasonable assurance in year 1 is challenging for both the platforms and the auditors

Various conversations with the DG CNECT (4 meetings held) and open to connect further

Mixed skillset in team is pivotal (Tech Law, Al Assurance, Tech Assurance and Privacy)

More to come (Al Act, ePrivacy Regulation, EU COPD, EU CoC Hate Speech, etc)



Delegated Regulations vs ISAE 3000 standard

- Reasonable assurance in year 1
- Delegated Regulation on Auditing the DSA
- Differences between ISAE 3000 and Delegated Regulation

Audit opinion

Armicle ¥
Faadlir gypumin, gaandir prsiclutiniy wed recommaia o

I The sudi repoit shall include the sula conclusions that the audinsg orgasasarsoms B
reached om e suiied proseder’ s complisnce Wil cach of e sudited obligatons
sl commitmsenis. The sudil conclusions shall be sber:

|}

(g

{21

KPMG

‘posibve”, where the aidinsg eepassains conclisles wih & Feasonable level of
mssurance that the audited provader has compdied wich an sudited obligation o
SivmmSmEnl

‘positive with commens”, where e ssdning organisation concheles with o

reasonable level of ssurance than the audned peoveler has complied with an

auchied ebdipateis of commsriment, b

tl'l- the suilitsg organsalion includes remaks on the Bonchmanks provadal
by the audited peovider purveant b Adbcke 5 1), pannl (a); o

IIIF e sudinsy organiasbion fecoimends Spaovessenis that & nol have a
substanive cllcet vi s concbases

‘negaive’, wheee the audissg organisabion concludes with & reasonable level

of assufance al fhe audited proveler has nol complied with an ssbial
el pataim of comaslmicnd

© 2024 KPMG Advisory N.V., a Dutch limited liability company and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International
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Reporting template
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A Pavmlers of
il G et Dhggmid Somwrs Canndimdbs of sabbibisesl sl ey [ odaii siies, sillesil
e ieley uprm complcizn, sl makc publely s odable g de bies three messibs aller S
rocoipt ol each sl repor ponased o Arscke 374

T moroperd srtiong ol Eher eraus il L md svscssmendl purasrs e Arbaks 54

ikl ihe spocfc mrgshen mesanrs s mopleer purnae o Asscke 251
ix] the ambi eoport provebod lor m Ariccke 1704
1 the mahl erplovnerislion repuet e aiad s m A e 37161

10| whaore applicabde, infemaes sboas the corashanoms condaoed by e prosudo inssppen

ol e nel mecwamenes e dewgn nl e r 1EAI 6 CEEWETY.

] Witiy i peeveli ol wery barge oadise plashems iF of ey lesge ealise wrand dig s

im0 mloiraies peresanl [ 3

cowabiders thai the pubic 1 4 raghe amud m e
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sigraficani velrorabsdries for e sovimiy % smvicc. wdomar pubbc svuniy v herm
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Auditopinions DSA /ISA 3000

L]

Article &
Avacit eaprfrafon, errecdt conrcltokfonis avid Fecomareridaiions
The audit report shall include the audit conclusions that the suditing organisation has

reached on the audited provider™s compliance with cach of the audited obligations
and commiimenis. The audit conclusions shall be etther:

{a}) ‘positive’, where the awditing organisation concludes with a reasenable level of
assurance that the audited provider has complied with an audited obligation or
commitment:

“positive with commeents”, where the auditing organisation concludes with a
reasonable level of assurance that the audited provider has complied with an
wudited obligation or commitment, but:

(i} the avditing erganisation recommends improvements that do not have a
substantive effect on its conclusion;
the auditing ofganisation indicales that 15 has applied audit crtenia
pursuant to Article 10{2), point (a), which are different from the
benchmarks for compliance communicated by the audited provider
pursuant to Article 3(1), point (a).

“negative”, where the auditing organisation concludes with a reazonable level
of assurance that the audited provider has mot complied with an audiled
obligation or commitment.

Audit opinions puarsiant o pamgraphs 4 and 3 shall be eativer:

{a)

(b}

‘positive’ if the auditing orgamsiation has reached a “positive” audit conclusion
for all of the audited obligations or commitments;

‘positive with comments® if the auditing organisation has reached at least one
audit conclusion that is “positive with comments® for an audited obligation or
commitment and has not reached a *negative’ audit conclusion for any of the
audited oblipations or commitmssnts:

‘megative” il the suditing organisation reached a “negative” audit conclusion for
at least one audited oblhigation or commitmeni.




Template DSAreporting

KPMG

Tl ori” s emmaemd s

SECTHIM C; Semmary of the main findings

{. Summary of the mam Opdimgs drwn from the sudit {pursuant o paragraph 374, poim
i) of Kegalatson {ELT) 2022 2065)

SECTHON O Complissce wiih Regulation (EL) 30222068

BTN A demeoral bniorosst o

[, T R
P Ausbacd pree b

B Auddrees ol S mslscd peosuker

8 Ml ol cottinr of e ssdaid pads alar

b Sy af e el

i Do O mcadn ropess i lads i dsarweten® ol <cimphancs s oh Ji e obbgamegs wd
pamrvdrEeh rioynd v m Aqs 10 ol Bepelsiew (B 007900 spplosiis W
T madiend e ndin

T s
i T ampigmry wi Lopeleses (P15

g el et o © hesgutar 1] of Brgeations (11 ) 3000865 -|

v e i abbgariea [

[ a——— AR FIT T 1
BT 1 M R0 3 BT |.'ml:r Fi
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H el Wi i ke dlako iivaaal il ol G| Flleddel Tem S 44 sl

&6 of Mogmilation (KL ) 0L 208 sad arivis preisnds aclirred do bs Unics 48 sF
Hrguipmse (b1 | 10100048,

4. Audit opmion for compliance with the sudited obligations reformed 1o in Arscle 3710,
point {a) of Regulation (EU) 2022/2065:

a  Positive

@ Positive with comments

O Negative

Y Andi conclusion for esch sudsied oblgabon:

Auidited obligatsons Auils coaclusions

Lrulscate 1he e
obligation sudiied O ot O Possve with O Megative
ST T R N comimsnls

0 RSCETNIY

SECTHN C.2  Compliance with voluntary commitments in codes of comduct and crisis
prafocals

Sl o Sl a0 Friied cosined

SEO0ST 8

© 2023 KPMG N.V., a Dutch limited liability company and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International Limited, a
private English company limited by guarantee. All rights reserved.
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Main Challenges Delegated Act vs ISAE 3000A

- Audit opinion

- Audit report form

- Exceptions noted

- Public reporting including disclosures (including mentioning audit team members)
- Reporting timelines

- Lack of industry framework

- At the time of the start: Draft status of delegate act






Pillars of Responsibie Al

Using 5 pillars to ensure client Al systems are fit for purpose, ethical and compliant with rules & regulations.

RELIABILITY

Al should do what it is intended to do

RESILIENCE

Al should not only function now, but also in the future

EXPLAINABILITY

Al must provide results that can be comprehensible and transparent

ACCOUNTABILITY

Al must have an owner which can be addressed

FAIRNESS

Al must be fair, non-discriminatory and in line with human rights

— How do we define reliability and
which level is sufficient?

— How deep/far should explainability
go”?

— To whom should the explanation be
understandable and how can you
measure this?

— What is the right criterion for
fairness?

— Which security standards apply to an
Al System?

—What are the (legal) requirements
regarding accountability?
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Piliars of Responsible Al for the DSA

The DSA tackles specific parts of these pillars: Reliability, Explainability, and Fairness.

The DSA achieves these goals through transparency.

RELIABILITY

Al should do what it is intended to do

Most notable articles:

Content moderation
EXPLAINABILITY

Al must provide results that can be comprehensible and transparent

Advertiser systems

Recommender systems

FAIRNESS

Al must be fair, non-discriminatory and in line with human rights
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Algorithmic systems inthe DSA

The DSA puts several obligations specifically on your platform’s algorithmic systems, specifically automated means for the purpose of content
moderation (CM), advertising systems and recommender systems.

Summarized Obligations on algorithmic systems

Automated means of content moderation Advertising systems Recommender systems

- Real-time transparency on

. ) . . Platforms should be transparent about:
advertisements, including information on _ _ _
the main parameters used. - Why information or offerings are recommended

- Reporting on all means of c’:ontent - Transparency on advertisements through fco users. This means an zxpl._ana_tlon ogthe most
moderation at the provider’s own a public, searchable repository important parameters and criteria use

initiative. This includes a comprehensive - Options for the recipient to influence or change

overview of automated tools used for CM. - Ad targ?ting cannot be based on special the main parameters where appropriate
categories of personal data (art 9(1)

In a half-yearly report on content moderation
(CM), providers should include:

- Representative indicators of reliability and GDPR) - VLOPs should provide options for
error rates for each of the automated . . recommendations that are not based on
- No ad targeting based on profiling for .
tools minors profiling
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Compliance through Process and Data Flow Control
Controls toensure compliance and accuracy

Examples include Process Gontrols

Monitoring controls on key risks of (the processes around)
algorithmic systems.

Recommender Standardized methodology to identify and monitor the main characteristics that
attribute the recommendations of the algorithmic system.
System transparency ° ’

Datareliability controls

Guidelines on evaluation and reporting on test data, incl. data quality requirements

Ensuring data integrity accuracy and completeness throughout
TGSt Data and evaluation of statistical biases in test data. y oy Y P 9

the dataflows.
Evaluation and Standard process for design and implementation of evaluation and monitoring. IT General Gﬂntmls
momtoring Including guidelines on choice of parameters, and design of monitoring controls. Identity and access management, Change management,

Continuity management.

Core inventories and references provide a foundation to compliance functions, management and auditors

User Profiles Data flows Definitions and classifications of illegal content
Description of available properties per user, including Descriptions of dataflows per system, including flows to and Including definitions and classifications of content incompatible
classification into categories of personal data under GDPR from the providers other services and third-party services with the T&Cs

Inventory of algorithmic systems

Including their purpose and responsible divisions/units
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Overview EU digital acts - Regulatory Horizon

£t In the coming years,
the tech sector will
become just as
regulated as the
financial sector 77

Martijn Snoep, Charmain ACM (Digital
Service Coordinator for NL)
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What we see inthe Tech sector: from one-off programmes to
‘reusable compliance capabilities

Common focus of DSA compliance projects Required situation:
Focus on a single Regulation « Continuous (Plan—Do-Check-Act)
Program - based « Demonstrable and controlled compliance
One time (Plan-Do) » With all applicable (T&S related)

regulations (globally)

Minimal Compliance

Support from Advisors Embedded in BAU organization

Continuous cost reduction for compliance
by automation (automated controls, A.l.,
D&A and GRC solutions)

New compliance function solely for DSA
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Considerations

Policy & Leqal Compliance
Advocacy 9 Design

Example Gompliance Operating Models at VLOPS

Example 1

-------------------------------------------

Compliance

G
.

Compliance
Assurance

ICF Responsibilities are dually spread and
executed by the Compliance Design and
Assurance function

Trust & Safety

Trust & Safety plays a key role in managing
Regulatory Reporting and conducting Systemic
Risk Assessments; operational alignment and data-
driven Compliance strategy

Compliance Assurance is Independent from
Compliance Design

DSA Head of Compliance Function is Independent
from the Compliance implementation efforts

KPMG

Example 2

Internal Audit Internal Audit

Compllance

Assurance

Policy Sanplianee and Audit
Design

Readiness

-----------------------------------------------------------------------------------------

*Compliance team reports into Legal

team.
Trust & Safety

Clear hierarchy between Legal and Compliance

Pillars follow the risk and compliance lifecycle;
facilitates clear handoffs across teams

DSA Head of Compliance Function is Independent from
the operational Compliance pillars and the business,
but is involved in Compliance Design

Example 3

Risk

Advisory*

Englne.erlng Trust & Safety
Compliance

*Combined responsibilities between
Internal Audit (3LOD) and
Compliance / Risk (2LOD)

Nimble and flexible blended approach for 2" and 3™
LoD within the Risk Advisory team

Dedicated Engineering Compliance expertise

DSA Head of Compliance Function is Independent
from the Business, but is involved in Compliance
Design

* DSA Head of Compliance sits here
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Contacts KPMG:

Angelica van Beemdelust

Xin f@ O

kpmg.com/socialmedia .
Manon van Rietschoten
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