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90 % OF OUR CYBER 
BUDGET SHOULD FOCUS ON 
ENHANCING PREVENTION
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WE ARE ON2IT

100% ZERO TRUST

Make
Zero Trust
Happen

<1% CHURN

>100 MONTHS

AUX

SEAL OF EXCELLENCE

proprietary Zero Trust platform 

SOC

SOC2 / ISO9001 / ISO27001

24/7/365
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The only Cybersecurity Strategy 
that prevents data breaches

The platform to deliver Zero 
Trust & to provide 99.999% 
automated event resolution

Our mSOCª,

our Cyber Defenders

OPERATIONALTACTICALSTRATEGIC
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EASIER TO KEEP UP?

source: State of Security 2024 | Splunk
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CIA TRIAD

-
AI SIEM

CIA

Confidentiality

Integrity Availability



Classification Ð

CIA TRIAD IN MANY ORGANIZATIONS

-
AI SIEM

CIA

AvailabilityIntegrity

Confidentiality
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Security 

is 

Tomorrows Availability
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RESULT

- Must the IPS be in blocking mode?

- Should we do application based rules in the datacenter?

- Can we apply content updates continuously?

- Contractors get access to webmail

- LetÕs implement a DLP solution 
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SHOULD BE

- Do our top-10 applications have protection against all applicable attack 

techniques?

- Who needs access  to application X?

- What do we do to prevent exfiltration of data?

- When do we have 0 applications without MFA?

- When do we have phishing-resistant MFA? (FIDO2/WebAuthn)

- Is our prevention compliant with DORA? NIS2?
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WHAT WE PROCURE

- SIEM

- MDR

- Retainer / CSIRT

- A SOC service
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ÒWhen we had our first breach, we had no idea what happened, we were 
helpless.

Then we implemented MDR and invested in a SIEM and a SOC.

When we got hacked recently, we knew exactly how we were breached.

We still got hacked.Ó

- A CISO (who wishes to remain anonymous)



-
AI SIEM



Classification Ð (c) ON2IT 2024 - Public

WHAT SHOULD WE DO?

- LetÕs Make Zero Trust Happen

- Role of SIEM + SOAR + SOC
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ZERO TRUST

1. DEFINE THE

PROTECT SURFACE

2. MAP THE TRANS-

ACTION FLOWS

3.  A ZERO TRUST

ARCHITECTURE

4. CREATE ZERO

TRUST POLICY

5. MONITOR AND 

MAINTAIN THE NETWORK
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ZERO TRUST

1. DEFINE THE

PROTECT SURFACE

2. MAP THE TRANS-

ACTION FLOWS

3.  A ZERO TRUST

ARCHITECTURE

4. CREATE ZERO

TRUST POLICY

5. MONITOR AND 

MAINTAIN THE NETWORK
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PROTECT SURFACE

1. DEFINE THE

PROTECT SURFACE





1. WHO THE PRESIDENT IS…

2. WHERE THE PRESIDENT IS…

3. WHO SHOULD HAVE ACCESS 

TO THE PRESIDENT…



PERIMETER

PROTECT 

SURFACE

CONTROLS

MICRO-PERIMETER

MONITORING
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ZERO TRUST STEP 3

3.  A ZERO TRUST

ARCHITECTURE
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4. CREATE ZERO

TRUST POLICY

ZERO TRUST STEP 3
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NOW A WORLDWIDE DE FACTO STANDARD: FIVE STEPS

5. MONITOR AND 

MAINTAIN THE NETWORK
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CLOSER LOOK AT STEP 5

Why it matters?

• Validation that prevention works

• Respond to threats, especially APT

• Evidence (DORA, NIS2; non-repudiation)

• PDCA continuous improvement



-

LOG COLLECTION

2005

SIEM 1.0



-

DATA OVERLOAD

2010

SIEM 2.0



-

MACHINE LEARNING

2015

SIEM 3.0



-

SOAR + AI

2020

SIEM 3.0



Classification Ð

-
AI SIEM

EVOLUTION OF SIEM + SOAR CAPABILITY

2000 2005 2010 2015 2020 2025

Event Analysis Coverage

Protection capability

INVENTION OF SOAR
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RESULT OF SIEM EVOLUTION

- Better coverage of log analysis

- However: still rearview mirror

- Protection capability is very limited Ð SOAR acts at end of killchain
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RESIDUE

IOGTM

IOC ROETM

E
V
E
N
T
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V
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N
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T

INCIDENT

TICKET

• Events, 

Triggers, 

Alarms

• Alerts 

generated 

by intelligent 

security 

devices

Packet Traffic 

& Raw log data

• Network

• Endpoint

• Servers

• Cloud Machine 

Learning and

Zero Trust 

Context-

ualisation

EngineTM

Automation

Playbooks

Raw Interpreted

AUXO
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KEY TAKEAWAYS

- Balance shift from A only to CIA

- SOC + SOAR must focus on prevention

- Make Zero Trust happen!
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THREAT-TALKS.COM

X
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THANK YOU!

Lieuwe Jan Koning

Co-Founder and CTO

ON2IT


