
TLP:AMBER

TLP:AMBER

Classification: Public

ZERO TRUST STRATEGY: 

THE WHY, WHAT & HOW

ZERO TRUST AS A SERVICE 

ISACA NL CHAPTER WEBINAR

MAY 22, 2024 ¥ TIM TIMMERMANS

NOTICE: This work is the exclusive property of ON2IT and is protected under the copyright laws of the Netherlands and other countries. All persons to whom this work is displayed agree 
that they will not make any use of, copy, or disclose to any third party, this work without the express written permission of ON2IT. Any unauthorized use of this work may constitute a 
violation of copyright laws. 



TLP:AMBER

TLP:AMBER

Classification:

Perspectives from 50+ Years’ Practical Zero

Trust Experience and Learnings on Buyer

Expectations and Industry Promises

Yuri Bobbert1,2(B), Jeroen Scheerder2, and Tim Timmermans2

1 Antwerp Management School, Antwerp, Belgium
2 ON2IT, Zaltbommel, Netherlands

{yuri.bobbert,js,tim.timmermans}@on2it.net

Abstract. Everybody’s talking about Zero Trust (ZT). Even the White House

issued an Executive Order to start implementing Zero Trust. Many technology

manufacturers position their products as enabling or fulfilling ZT requirements.

ZT focuses on eliminating trust in the digital network, verifying all traffic, and

segmenting the environment. By enforcing on every service, user, or application,

strict access and verification policy avoid bad actors having unauthorized access

to systems. This paper continues the authors’ previous research on examining

Zero Trust approaches. It defines the core problems of vendor promises which

causes Information Asymmetry that impede the understanding and successful

implementation of Zero Trust. We first start with a description of Zero Trust and

continue with practical lessons that we have gathered from six expert interviews

with a collective experience of over 50 years implementing Zero Trust in diverse

settings. The paper finishes by providing concrete guidance and examples that

practitioners can consider when implementing Zero Trust.

Keywords: Zero trust security · Strategy · Architecture · Cybersecurity · Digital

security · Lemon market · Information asymmetry · Lessons Learned
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Abstract. Nowadays, the cost of data breaches is immense for organizations and

society. Organizations can benefit from understanding the core components influ-

encing a data breach’s likelihood and impact. Zero Trust (ZT) strategies have

proven to be more effective in addressing cyber risk resilience than the more tra-

ditional ‘implement-a-framework’ approach because the ZT focus on segmenting

the environment by ringfencing sensitive data sets, limiting lateral movements and

reducing the potential blast radius in case of a breach. However, Zero Trust has

traditionally focused on technical measures and associated verifications. In isola-

tion, technological measures won’t offer the optimal data-breach-cost-reduction.

Company owners and boards that neglect their responsibilities are liable to hefty

financial fines and individual liability. This paper describes how Zero Trust and

Zero Trust as a Service (ZTaaS) decrease the economic impact of a data breach.

It concludes with a conceptual approach that practitioners can immediately lever-

age to reduce the potential cost of a data breach and lower insurance premiums.

Insurers can benefit from the simultaneous reduction of likelihood and impact.

Keywords: Cybersecurity · Zero Trust · Information Economics · Risk

Management · Incident Response · Case analysis
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Abstract. In 2021, the United States president released an Executive Order direct-

ing the implementation of Zero Trust to protect federal institutes from cyber inci-

dents. Organisations, not limited to government agencies, find it challenging to

translate Zero Trust from strategy to operational implementation. At the same

time, regulatory and industry requirements on cybersecurity skyrocketed. This

paper deals with this dual complexity of both implementing Zero Trust and, at

the same time, ensuring compliance with regulatory standards and frameworks.

We start this paper by presenting the challenging situation of organisations in

the current cyber threat landscape when facing increasingly stringent regulatory

requirements. Next, we will introduce the core principles of Zero Trust, followed

by the five-step model for Zero Trust implementation, including security measures,

presented as an architectural repository. We explain how an exhaustive mapping of

the Zero Trust-based repository measures to all major current frameworks and stan-

dards supports compliance with regulatory and industry frameworks. This paper
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