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Keywo Abstract. In2021, the United States president released an Executive Order direct-
Manag ing the implementation of Zero Trust to protect federal institutes from cyber inci-

dents. Organisations, not limited to government agencies, find it challenging to
translate Zero Trust from strategy to operational implementation. At the same
time, regulatory and industry requirements on cybersecurity skyrocketed. This
paper deals with this dual complexity of both implementing Zero Trust and, at
the same time, ensuring compliance with regulatory standards and frameworks.
We start this paper by presenting the challenging situation of organisations in
the current cyber threat landscape when facing increasingly stringent regulatory
requirements. Next, we will introduce the core principles of Zero Trust, followed
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ZERO TRUST

A strategy designed to stop data breaches
and make other cyberattacks unsuccessftul

by eliminating trust from digital systems.
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WHY

CYBER THREATS ARE INCREASING

Colonial Pipeline CEO Tells Why He Paid Hackers a $4.4
Million Ransom @ ool Piline Company ?’N;w';;m
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A cyberattack on the U.S.'s largest fuel pipeline on May 7 forced a shutdown that triggered a

spike in gas prices and shortages in parts of the Southeast. WSJ explains just how Pipe now faces at least two lawsuits seeking class action status in the
vulnerable the nation’s critical energy infrastructure is to attack. Photo illustration: Liz a i i 7 ¢
Ornitz/WSJ aftermath of a ransomware attack in May that led the firm to shut down the operations of a
By Colin £ 5,500-mile pipeline for nearly a week.
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GUIDANCE

Zero trust architecture design
principles
Zel'o mst Al' Chitectllre Eight principles to help you to implement your own zero trust network architecture in an

enterprise environment.

%W National Cyber Security Centre
1’:‘% Ministry of Justice and Security

NIST Special Publication 800-207

Prepare for Zero Trust

IN THIS GUIDANCE

Apply Zero Trust effectively when undertaking

Zoro trust
Scott Rose architecture design
Oliver Borchert prvoipics
Stu Mitchell Introduction to Zero
Sean Connelly Trust

replacement and expansion investments

1. Know your
architecture including
users, devices,
services and data

2. Know your user,
This publication is available free of charge from: sarvice and device

https://doi.org/10.6028/NIST.SP.800-207 Kentities Zoro trust is an architectural approach where inherent trust in the
a2 network is removed. the network is assumed hostile and each request
: . is verified based on an access policy. To learn more read our
behaviour, service X
s Introduction to Zero Trust.
and device health

4. Use policies to

COMPUTER SECURITY authorise requosts What is this guidance for?

5. Authenticate and The principles within this guidance will help you design and review a
ithorise everywhero zero trust architecture that meets your organisations individual

reauirements,
fices, such as zero-trust principles, software
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FOCUS ON BUSINESS
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DETERMINE WHO/WHAT
NEEDS ACCESS
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INSPECT AND LOG
ALL TRAFFIC
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TO IMPLEMENT
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DEFINE THE
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MAP THE
TRANSACTION FLOWS
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BUILD A ZERO TRUST
ARCHITECTURE
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COMPLIANCE
ZERO TRUST FRAMEWORKS AND
COMPLIANCE FRA STANDARDS
PROTECT PROTECT
CATEGORY ~  SURFACE MITRE ISO/IEC  FEDRAMP  DNGoC0D CATEGORY SURFACE ISO/IEC
(112) ?JIIFSA:;S)URE MITIGATIONS  27001:2022  2021BASELINE o (1_12) MEASURE 27001:2022
(1-33)
11551 AC-
Inspection 1. Encryption 11 SSL A.8.21
Inspection
1.2 Encryption M1041 )4 &
atrest 2 2 14
23 1.2 Encryption A533 &
trest
1.3 Encryptionin 104 A S5 REEe A.8.24
Transit
3 1.3 Encryption A514 &
2.1 Centrally M 71 & - H
managed IAM M1 17.2 in Transit A533 &
A.8.24
2.2 Restrict M10 5158 2. Identlty 21 Centrally A5.16 &
Control M 1518 & & Access managed IAM A5.17
M10 Management
) CcoRrPORATE POLICY ]
.3 Muilti Factor 03 5
Authentication 7.
e STAN DARD s, 2.2 Restrict A.5.15 &
Deduins A ) Contral A58 &
A8.3
@ MEASURE
2.3 Multi Factor A517 &
Authentication A85
(MFA) o —
- . 2.4 Loggingon A.8.15 on (\?',) IT
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4 PRINCIPLES

FOCUS ON DESIGN FROM
BUSINESS OUTCOMES THE INSIDE OUT

DETERMINE WHO/WHAT  INSPECT AND LOG
NEEDS ACCESS ALL TRAFFIC
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HOW

5 STEPS
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1. DEFINE THE 2. MAP THE
PROTECT SURFACE = TRANSACTION FLOWS
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" 3. BUILD A ZERO TRUST
ARCHITECTURE

5. MONITOR AND
MAINTAIN THE NETWORK

4. CREATE ZERO
TRUST POLICY
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ZERO TRUST AS A SERVICE

CONTROLS PROTECT SURFACE EVENT INCIDENT IMPROVEMENT COMPLIANCE
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