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Game changer

Demontrate accountability1

Risk-based approach2

Evaluate effectivness3

General Data Protection Regulation (GDPR)

Paradigm shift

3



4

Accountability = Shifting the burden of proof?

Product liability 

in the production

Concept of quality 

= perceptible form of state

Process orientation

for repetitive quality assurance 

 PDCA

Quality management system

QMS according to ISO 9001

Accountability

in data protection

Be able to provide evidence

How responsibility is verifiably
perceived

„Compliance-Programs“

Regulated certificates

as reliable evidence 

 Harmonisation of the „standards“

Art. 29-Gruppe, WP 173, 2010
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Risks for organization and natural person

Risks

Data protection risks
Data protection related 

compliance risks

Data subject 

natural person
Controller 

organization

GDPR only considers only risks for the rights and freedoms of natural persons 
(data subjects); non conformance with regulations/obligations is a compliance risk 
for controllers.
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Risk-based approach

Data processing

Art. 32

Security of processingArt. 24

Responsibility 
of the controller

Art. 25

DP-by-Design & 

DP-by-Default

Apps 
Products
Services 

Common elements

 Risk-based approach
 Technical and 

organizational 
measures (TOMs)

 Effectiveness
 Demonstrate 

compliance
 Possibly certification

Art. 35/36

DPIA

Art. 28

Processor

C

C

C

Z

C



„A Privacy Management Program is a must
to demonstrate accountability.“

Andrea Jelinek, Vorsitzende EDSA 

ICDPPC 2019, Tirana, Albanien
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Privacy Information Management System (PIMS) 

11/07/2019
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Privacy Information Management System (PIMS) 

11/07/2019

Integrated 

management 

system

No GDPR 

compliance

No certification 

according to 

Art. 42 GDPR

ISMS required

Global 

application

Structured 

approach



 ISO/IEC meetings and development of ISO-Standard

 JTC 1/SC 27 Information security, cybersecurity and privacy protection

 WG 5 Identity Management & Privacy Technologies

 ISO/IEC 27701, Extension to ISO/IEC 27001 and ISO/IEC 27002 for privacy information 
management — Requirements and guidelines

 Privacy Information Management System (PIMS) as an extension of an information 
management system (ISMS) 

 Information security  Information security and privacy

11

Background and development

2016 2017 2018 2019

DIS2nd CDCDWDNWIP Publ.
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Key design elements

Extension of an 
ISMS

PIMS-specific 
requirements and 
guidance

Extended 
interpretation of 
information 
security

PIMS is an information security management system 
(ISMS) which addresses the protection of privacy as 
potentially affected by the processing of PII

Establishing, implementing, maintaining and continually 
improving a PIMS in the form of an extension to ISO/IEC 

27001 and ISO/IEC 27002 for privacy management within 
the context of the organization 

Where "information security" is used in ISO/IEC 27001 or 
27002, "information security and privacy“ applies instead
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Privacy controls

Requirements
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Structure

ISO/IEC 27001

Requirements

ISO/IEC 27002

Guidance

Information Security 

Management System

ISMS

+ PIMS-specific 

requirements

+ PIMS-specific  

guidance

Controller-specific 

guidance

Processor-specific 

guidance

Privacy Information 

Management System 

PIMS

Security controls

Information Security & Privacy Information Management System

+

+

+

plus ISO/IEC 27000-series

IS
O

/I
E

C
 2

7
7

0
1
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PIMS-specific extension of ISO/IEC 27001

1. Context of the 

organization 

2. Leadership

3. Planning

4. Support 

ISO/IEC 27001

5. Operation 

6. Performance 

evaluation 

7. Improvement

1) Leadership and commitment, 2) Policy, 3) Organizational roles, 
responsibilities and authorities 

1) Actions to address risks and opportunities, 2) Information security 
objectives and planning to achieve them 

1) Resources, 2) Competence, 3) Awareness, 4) Communication, 
5) Documented information 

Content

1) Operational planning and control, 2) Information security risk 
assessment, 3) Information security risk treatment  

1) Monitoring, measurement, analysis and evaluation, 2) Internal 
audit, 3) Management review 

1) Nonconformity and corrective action, 2) Continual improvement 

1) Organization and its context, 2) Needs and expectations of 
interested parties, 3) Scope of the ISMS, 4) ISMS

ISO 27701

Additional 

PIMS-specific 

requirements

Privacy risk 
management
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1. Information security policies

2. Organization of information security

3. Human resource security

4. Asset management

5. Access control

6. Cryptography

7. Physical and environmental security

8. Operations security

9. Communications security

10. Systems acquisition, development and maintenance

11. Supplier relationships

12. Information security incident management

13. Information security aspects of business continuity management

14. Compliance
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PIMS-specific extension of ISO/IEC 27002

ISO/IEC 27002 ISO 27701

Additional 

PIMS-specific 

guidance

14 areas of information 

security controls

Data breach
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PIMS-specific extension of ISO/IEC 27002

ISO/IEC 27002 ISO 27701

Additional 

PIMS-specific 

guidance

14 areas of information 

security controls

Data breach



20

Controller- and processor-specific guidance

Additional ISO/IEC 27002 guidance for PII controller

1. Conditions for collection and processing

2. Obligations to PII principals

3. Privacy by design and by default

4. PII sharing, transfer, and disclosure 

Additional ISO/IEC 27002 guidance for PII processor

1. Conditions for collection and processing

2. Obligations to PII principals

3. Privacy by design and by default

4. PII sharing, transfer, and disclosure 

ISO/IEC 27002

ISO/IEC 27002

Data subject rights

Data subject rights
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ISO 27701 certification and accreditation

ISO 27001 certification

ISO 17021-1
Conformity assessments – Requirements for 

bodies providing audit and certification of 
management systems

ISO 27006
Requirements for bodies providing audit and 

certification of information security 

management systems

ISO 27701 certification requires ISO 27001 certification

ISO 27006-2 for ISO 27701
 Accreditation requirements

+

ISO 19011
Guidelines for auditing management 

systems 
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Certification doesn‘t equal certification!

Certification 

according to 

Art. 42 GDPR 

ISO 27001+
certification ≠
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Conformity assessment

Conformity assessment - General 

requirements for bodies operating 

certification of persons

17024

First edition
2012-07-03

Requirements for certification bodies

Certification of management 
systems

Certification of products, 
processes and services

Certification of persons



Certification bodies

 issue and renew certification;

 are accredited by one or both of the following:

 a) the competent supervisory authority or 

 b) the national accreditation body named in accordance with

 Regulation (EC) No. 765/2008,

 EN-ISO/IEC 17065/2012 and 

 the additional requirements established by the competent supervisory 
authority.

27

Certification bodies, Art. 43 (1) GDPR

The naming of the accreditation body shall be in accordance with ISO 17065!



Definition of certification:

Third party conformity assessment (ISO) 
or

“Certification shall refer to third party 
attestation related to processing 
operations by controllers and 
processors.”

Usage of certification mechanisms:

“… an element to demonstrate 
compliance with specific obligations of 
the controllers and processors.”

28

EDPB Guidelines 1/2018
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What can be certified under GDPR?

Processing

operations

Personal 
data

System

Related (governance) 

processes and procedures

Products 
Processes 
Services

Processing operations and core components: Influencing factors:

1. Organisational / legal 
structure

2. Who performs the 
processing

3. IT infrastructure

TOMs

…, the EDPB considers that the scope of certification under the GDPR is directed to processing operations or set of 
operations. These may comprise of governance processes in the sense of organisational measures, hence as integral part 

of a processing operation (e.g. the governance process established for complaints’ handling as part of the processing of 
employee data for the purpose of salary payment).



1. 
Antragsphase 

Programmprüfung

2. 
Programmprüfung 
und Genehmigung 

der Kriterien

3. 
Antragsphase 

Akkreditierung / 
Befugniserteilung

4. 
Begutachtungs-

phase

5. 
Akkreditierungs-

phase / 
Befugniserteilung

6. 
Überwachungs-

phase

30

German accreditation process according to Art. 42, 43 
GDPR (Illustrative)

Antragstellung 
und -prüfung

Einbeziehung der 
zuständigen 

Aufsichtsbehörde

System-
Programmprüfung

Fach-
Programmprüfung

Genehmigung der 
Kriterien

Feststellung der 
Akkreditierungs-

fähigkeit

Antragstellung 
und -prüfung

Einbeziehung der 
zuständigen 

Aufsichtsbehörde

Auswahl der 
Gutachter

Planung

Dokumentenprüfung

Begehung der 
Zertifizierungsstelle

Witnessing

AKA Entscheidung

Akkreditierungs-
urkunde

Befugniserteilung

Verzeichnis 
akkreditierter Stellen

Überwachung der 
Akkreditierung

Reakkreditierung

Zertifizierung

AkkreditierungProgrammprüfung

DAkkS

Aufsichtsbehörde

Gemeinsam
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PIMS 

according to 

ISO/IEC 27701
GDPR 
specific obligations

Jurisdiction 

specific obligations, 

if applicable

32

PIMS according to ISO/IEC 27701:
An international framework

Generic requirements, which are designed to encompass GDPR requirements, but 

do not always detail them explicitly  must be further refined in GDPR context

PIMS can be used as a framework
in which requirements and obligations of GDPR and 

respective jurisdictions can be implemented
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Data Protection Mapping Project

ISO/IEC 27701

Section 5
Requirements 
related to ISO 

27001

GDPR Australia Canada
Hong 
Kong

Singa-
pore

South 
Korea 

Turkey
California 

CCPA
Brazil

Section 6
Guidance related 

to ISO 27002

Section 7
Guidance for 
Controllers

Section 8
Guidance for 
Processors

Source: https://dataprotectionmapping.z21.web.core.windows.net/#/dashboard
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Demonstrate compliance according to GDPR
and a certification scheme according to Art. 42 GDPR

GDPR specific PIMS according to ISO/IEC 27701

Certification of PIMS according to ISO 27001+

Certification according to Art. 42 GDPR?

PIMS can be used to demonstrate compliance according to Art. 5(2) GDPR

PIMS 

according to 

ISO/IEC 27701
GDPR 

specific obligations
Jurisdiction 

specific obligations, 

if applicable
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Missing standardized GDPR specific layer

International Framework

EU wide Framework

Jurisdiction specific Framework

GDPR specific layer
 Not yet defined

Jurisdiction specific 
layer

PIMS 

according to 

ISO/IEC 27701
GDPR 
specific obligations

Jurisdiction 

specific obligations, 

if applicable



Standardized GDPR specific layer and consistent 
application

International Framework

EU wide Framework

Jurisdiction specific Framework

Data protection specific layer Jurisdiction specific 
layer

PIMS 

according to 

ISO/IEC 27701
GDPR 
specific obligations

Jurisdiction 

specific obligations, 

if applicable

1 European Standard

2 Guidance
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