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• Chief security officer, Intsights
• IBM Executive security advisor

• RSA Head of cyberthreats research lab

• Adj Prof at Boston College

• Started my career in high school… 
not in a good way
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CTI is an ART

1 - Not Timely? Old news, attack already happened.

2 – Not Reliable? Fake news, false positives are coming.

3 – Not Actionable? Just a feed, data overload.
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Who Is Targeted More These Days? 

• People

• Processes 

• Technology



The Two Reasons For Every Breach



OSINT is EASY



Simple OSINT
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“Home” Office
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Oversharing On GITHUB



Oversharing On GITHUB



Or Just Search GitHub…



For Sale



Domain Admins



RCE Vul, RDP/VNC



Bank Accounts



Identity Markets Booming



Social Engineering
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Meet Robin Sage



IRL



My LinkedIn
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Ransomware Review



Maze Group ROI?



Ransomware:  Customer Service



Ransomware:  Customer Service (Cont.)
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Ransomware:  Customer Service (Cont.)



The Take Aways



Understand the Threat - Sodinokibi



Understand the Threat - Maze



Understand the Threat - Maze



I Mean, REALLY IN THE OPEN



Securing Passwords ... On National TV



48

Securing Passwords ... On National TV



49

Securing Passwords ... On National TV
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Securing Passwords… During A Site Visit
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Securing Passwords… During A Site Visit



The Bias



Thank You
Questions?


