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About the Secure Software Alliance (SSA)
Goals

● Creation of software security awareness at all levels in the organization
● Stimulate activities that contribute to increase secure software
● Trustee of the (open source) Agile Framework Secure Software
● Follow and contribute to (international) initiatives in the area of

secure software development
● Work together with other private and public organizations

with similar interests

www.securesoftwarealliance.org
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Agile Secure Software Lifecycle Management
Sprints:

1. Because we have to!
2. Developer meets hacker
3. Agile beats structure
4. Software security fundamentals
5. Introducing agile secure software development
6. Agile framework secure software
7. Maturing agile secure software life cycle
8. Roadmap for digital hardware

and software security
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Sprint 1: Because we have to!

● Secure software is a challenge

● Software is everywhere!

● Secure software development 
needs professionals

● Agile secure software development 
is a contradiction in terms
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Sprint 2: Developer meets hacker
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• Just one flaw is 
enough

• Every step needs 
to be checked on 
abuse cases

• Risk based, using 
CIA



Abuse cases
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“As an employee, I can search for 
other employees by their last name”

“As a hacker, I can send bad data in 
the content of requests”



EVIL User Stories
Example #1 "As a hacker, I can send bad data 
in URLs, so I can access data and functions for 
which I'm not authorized"

Example #2 "As a hacker, I can send bad data 
in the content of requests, so I can access data 
and functions for which I'm not authorized"

Example #3 "As a hacker, I can read and even 
modify all data that is input and output by your 
application"
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Sprint 3: Agile beats structure
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● Social media
● Mobile living
● Analytics & big data
● Cloud
● IoT
● Chain trends

...
Risks change!



Sprint 4: Software security fundamentals
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Secure Software Development (SSD)
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Sprint 5: Agile secure software development

• Stakeholders part of risk 
assessment

• Stakeholder security tests 
during product review

• Acceptance criteria for 
security in user stories
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Sprint 6: Agile framework secure software
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Sprint 7: Maturing agile secure software lifecycle 
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Risk Backlog

● Identifying, analysing and 
prioritizing risks

● By creating mitigation items 
in the (product) backlog
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Control Testing
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Risk & security processes
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Integrated Risk 
Management!



Sprint 8: Roadmap for digital hardware and software security 

Basic principles:

● Product lifecycle approach
● Joined responsibility
● Broad spectrum of instruments
● Balancing public values

All stages in the product life cycle 
are important for improving the 
digital security of hardware and 
software
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Joined responsibility
● Parties involved have various 

responsibilities and roles, based on the 
premise that digitally secure hardware and 
software requires a concerted approach

● All stakeholders must be involved in 
promoting digital hardware and software 
security

● Context based, e.g. B2B, C2B, C2C, 
critical/non-critical infrastructure) and the 
party type
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Broad spectrum of instruments
● Promoting digitally secure hardware and 

software requires a broad spectrum of 
instruments

● Digital product ecosystem is complex, and 
vulnerabilities can emerge at various 
stages of the product life cycle

● Various components of digital products can 
also result in security risks, each with its 
own impact
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Balancing public values
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Theses

1. Agile is a team responsibility, this should also be the case 
with controls

2. Agile is the silver bullet that (finally) makes software 
development projects successful

3. The product owner must come from IT
4. A risk backlog does not work
5. Work internal audit can be organized agile
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Questions?

contact@securesoftwarealliance.org

Thank you for your attention!
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