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About the Secure Software Alliance (SSA)

Goals
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Creation of software security awareness at all levels in the organization
Stimulate activities that contribute to increase secure software

Trustee of the (open source) Agile Framework Secure Software

Follow and contribute to (international) initiatives in the area of

secure software development

Work together with other private and public organizations

with similar interests

www.securesoftwarealliance.org



Agile Secure Software Lifecycle Management

Sprints:
Agile Secure Software
Because we have to! Lifecycle Management

Developer meets hacker Secure by Agile Design
Agile beats structure

Software security fundamentals

Introducing agile secure software development
Agile framework secure software

Maturing agile secure software life cycle
Roadmap for digital hardware

and software security
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Sprint 1: Because we have to!

llllllll

Secure software is a challenge
Software is everywhere!

Secure software development
needs professionals

Agile secure software development
Is a contradiction in terms



Sprint 2: Developer meets hacker

» Just one flaw is
enough

* Every step needs
to be checked on
abuse cases

* Risk based, using
CIA

Secure
Software
Alliance

FRAMEWORK SECURE SOFTWARE

CONTEXT THREATS
FUNCTIONS AND ENVIRONMENT

FUNCTIONAL THREATS
APPLICATION ASSETS

SECURITY REQUIREMENTS

ARCHITECTURAL THREATS
ARCHITECTURE INVENTORY
SECURITY ASSUMPTIONS THREAT LIBRARY
i MITIGATIONS

REQUIREMENTS ARCHITECTURE

SOFTWARE
DEVELOPMENT
LIFECYCLE

VERIFICATION METHOD

CODE REVIEW
PENETRATION TEST

FFFFF
ABUSE TESTS

CODING SECURE CODING PRINCIPLES

SECURE CODING STANDARD
VERIFICATION PROCESS

CODE AUDIT

VERIFICATION IMPLEMENTATION




Abuse cases

“As an employee, | can search for “As a hacker, | can send bad data in
other employees by their last name” the content of requests”
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EVIL User Stories

Example #1 "As a hacker, | can send bad data
in URLS, so | can access data and functions for
which I'm not authorized"

Example #2 "As a hacker, | can send bad data
in the content of requests, so | can access data
and functions for which I'm not authorized"

Example #3 "As a hacker, | can read and even
modify all data that is input and output by your
application”
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Sprint 3: Agile beats structure
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Sprint 4: Software security fundamentals

Security D) SEV/IEVA Penetration
requirements B testing

Risk Risk-based Code review Risk ) Security
analysis security tests (tools) analysis operations
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Tests and Feedback from
test results the field

Requirements § Architecture

and use cases | and design Test plans
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Secure Software Development (SSD Gali St
p en privacybescherming
SSD-processes Organizational set-up SSD
Business Maintain standard Risk attitude Mt
impact security organization aturity
guidance
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analysis requirements

Standard security requirements Accountability
Legislation, policy, principles Internal (dashboard), external (compliancy)

Risk analysis

Contact

moments Security
testplan

Require-
ments

Developmentprocess
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Sprint 5: Agile secure software development

WATERFALL

Define
« Stakeholders part of risk /\ Build f\)’ /
assessment Release
Risk )

 Stakeholder security tests
during product review }

. . Build Build Build
¢ Acceptance Crlterla for Define Release Define Release Define Release
security in user stories = < &
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Sprint 6: Agile framework secure software

Context

+ Functions and environment
+ Application assets

+ Security requirements
+ Security assumptions '
—
ARCHITECTUR|

Verification

Verification methode
- code review

- penetration test

- vulnerability scan

- fuzzing

- abuse tests
Verification process

Secure
Software
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Threats

« Functional threats

« Architectural threats
- architecture inventory
- threat library

+ Mitigations

Implementation

+ Secure coding principles
+ Secure coding standards
+ Code audit

Product owner

Product
Backlog

Release 1

Scrum
24h

Daily Scrum
Meeting

Sprint Planning

Meeting

Sprint
Backlog

Continuous Build

Release 2

Scrum
Master

Sprint Planning
Meeting

Release 3
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Sprint 7: Maturing agile secure software lifecycle

A-SAMM Overview

Secure Agile Software development

Business Functions

[ covernce 5 B

Strategy & | Education & Vunerabilty | Operational

:Mahagemem, Enablement
I I
~ Policy & Poiicy& Envnronment Risk &security
Compliance  Compliance Hardening  Proceses

Metrics Guidance
Security Practices

Secure
Software
Alliance

13



Risk Backlog
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|dentifying, analysing and
prioritizing risks

By creating mitigation items
in the (product) backlog

Product

Backlog
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Sprint
Backlog

In
Progress

Peer
Review

In
Test

Done

Blocked
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Control Testing
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Control

Data owners authorize
user access and user
rights on the systems.

Evidence-gathering tech-
nique

- Interview
- Extraction of system parame-
ters (automated/manual)

Evidence collected

- User policy and procedure

- User listing report with user
creation dates

- User access request form/
emails showing management
approval

Sampling methode

Random selection

Users have unique IDs.

- Interviews of relevant IS
personnel

- Extraction of system param-
eters

- Data interrogation

- User policy and procedure

- User listing report from the
system

- ACL/IDEA report showing
results obtaining

- Manual Excel sheet showing
results obtained

Random sampling or an IS auditor
performing a 100 percent review
of the population by finding
duplicate user IDs using CAATs
(ACL/IDEA)

Systems are protected
through strong pass-
words.

- Interviews
- Extraction of system param-
eters

- User policy and procedure
- System configuration/screen
prints for the password policy

No sampling, as this is an
automated control (As noted
previously, additional testing may
be required on some systems

Privileged roles (adminis-
trator) have been grated

to appropriate personnel.

Extraction of system parameters

- Policies and procedures
- User listing/role reports
- Job descriptions

- A 100 percent review of the
population by extracting users
with administator rights using
CAATSs (ACL/IDEA)

- Random sampling
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Risk & security processes

Integrated Risk
Management!
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Risk Governance
Ensure that IT risk management practices are
embedded in the enterprise, enabling it to secure
optimal risk-adjusted return

+ Responsibility and accountability
Integrate for risk

+ Risk appetite and tolerance

* Awareness and communication
* Risk culture

risk-aware
business

+ Key risk indicators (KRIs) b decisions
+ Risk response definition
and prioritisation

* Risk scenarios
* Business impact
descriptions

Business
objectives

Communication
React to Maintain

events risk profile

Risk Evaluation
Ensure that [T-related risks and opportunities are
identified, analysed and presented in business
terms

Risk Response
Ensure that [T-related risk issues, opportunities
and events are addressed in a cost-effective
manner an in line with business priorities
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Basic principles:

Product lifecycle approach

Sprint 8: Roadmap for digital hardware and software security
Joined responsibility
Broad spectrum of instruments

Balancing public values @
All stages in the product life cycle A

are important for improving the
digital security of hardware and
Software

DISTRI-
BUTION
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Joined responsibility
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Parties involved have various
responsibilities and roles, based on the
premise that digitally secure hardware and
software requires a concerted approach
All stakeholders must be involved in
promoting digital hardware and software
security

Context based, e.g. B2B, C2B, C2C,
critical/non-critical infrastructure) and the

party type
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Broad spectrum of instruments

e Promoting digitally secure hardware and
software requires a broad spectrum of

instruments G
e Digital product ecosystem is complex, and V e
vulnerabilities can emerge at various e

014 hO1
2 DETECTION
?

stages of the product life cycle

e Various components of digital products can
also result in security risks, each with its
own impact

MITIGATION

Secure
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Balancing public values
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Core public
interests

Freedom

Prosperity

Security

Dimensions of
intervention

Ethical

Economic

Legislative

Administrative

Diplomatic

Protect & enforce

Key policy dilemmas

» Paternalism vs. individual
responsibility
* Human vs. computer

* Protective vs. reactive
» Monopolies vs. competitive market

= Transnational vs. national
* Regulation vs. ‘laissez faire’

» Centralized vs. decentralized
* Private vs. public

« Transparency vs. secrecy
« Digital sovereignty vs.
international cooperation

« Offensive vs. defensive
* Known vs. unknown enemy
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Digital )hl Monopoly vs.
sovereignty et competitive
vs. ,TPSpe"tY d market

international
cooperation

reactive
Transparency economic
vs. secrecy policy

Centralized
Vs o
decentralized ,/
’

National vs.
', transnational
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’ Public vs.
private

Regulation
vs. ‘laissez 3
faire’
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Proactive vs.
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Theses

1.

Agile is a team responsibility, this should also be the case
with controls

Agile is the silver bullet that (finally) makes software
development projects successful

The product owner must come from IT

A risk backlog does not work

Work internal audit can be organized agile
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Questions?

contact@securesoftwarealliance.org

Thank you for your attention!
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Agile Secure Software
Lifecycle Management
Secure by Agile Design
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